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18 March 2026 at 19:04  ·  58.0s

https://wise.com/

SAFE AI: 95/100  ·  LOW RISK

Resolved IP: 104.18.39.116  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

11699d

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 172.64.148.140

SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject wise.com

Issuer DigiCert Global G2 TLS RSA SHA256 2020 CA1 (DigiCert Inc)

Valid From May 15 00:00:00 2025 GMT

Expires May 14 23:59:59 2026 GMT (57 days remaining)

HSTS Enabled  max-age=31536000

OCSP unknown

Key RSA 2048 bits

Serial Number 0D8A05064111ADF1E888745B69F0DB1F

SANs wise.com, *.wise.com

97
/100



HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://wise.com/

HEADER STATUS VALUE

HSTS present max-age=31536000

X-Content-Type-Options present nosniff

X-Frame-Options missing —

CSP present report-uri /csp;child-src 'self' 'self' blob:;connect-src

*;default-src 'self';img-src 'self' data: blob:

*.facebook.com https://wise.com https://gtm.wise.com

https://sst.wise.com https://tw-avatar.s3.eu-central-

1.amazonaws.com https://tw-test-avatar-storage.s3.eu-west-

1.amazonaws.com https://*.doubleclick.net

https://www.googleadservices.com https://alb.reddit.com

https://*.yahoo.co.jp https://bat.bing.com

https://cx.atdmt.com https://daw291njkc3ao.cloudfront.net

https://dq8dwmysp7hk1.cloudfront.net

https://d2dgj1jjqgsb96.cloudfront.net https://help.wise.com/

https://platform-lookaside.fbsbx.com

https://pixel.pointmediatracker.com

https://cnv.event.prod.bidr.io https://q.quora.com

https://s3-eu-west-1.amazonaws.com https://t.co

https://wise.desk.com https://widgets.wise.com

https://www.google-analytics.com https://www.gstatic.com

https://i.ytimg.com https://px.ads.linkedin.com

https://www.linkedin.com https://aax-eu.amazon-adsystem.com

https://www.googletagmanager.com https://www.google.com

https://www.google.com.au https://www.google.com.br

https://www.google.com.sg https://www.google.com.ph

https://www.google.com.my https://www.google.com.mx

https://www.google.com.ua https://www.google.com.vn

https://www.google.com.tr https://www.google.com.ar

https://www.google.com.hk https://www.google.com.pk

https://www.google.com.pe https://www.google.com.ng

https://www.google.com.cy https://www.google.com.mt

https://www.google.com.bd https://www.google.com.eg

https://www.google.co.uk https://www.google.co.th

https://www.google.co.jp https://www.google.co.nz

https://www.google.co.id https://www.google.co.kr

https://www.google.co.ve https://www.google.co.in

https://www.google.co.il https://www.google.co.za

https://www.google.de https://www.google.ca

https://www.google.es https://www.google.pl

https://www.google.ie https://www.google.ch

https://www.google.pt https://www.google.nl

https://www.google.it https://www.google.hu

https://www.google.fr https://www.google.be

https://www.google.ro https://www.google.fi

https://www.google.cl https://www.google.cz

https://www.google.ae https://www.google.lu

https://www.google.se https://www.google.ru

https://www.google.at https://www.google.bg

https://www.google.ee https://www.google.dk

https://www.google.no https://www.google.gr

https://www.google.sk https://www.google.lt

https://www.google.lv https://www.google.ge

https://www.google.hr https://www.google.me

*.googleusercontent.com *.analytics.google.com http://wi.se

https://wi.se https://collector-20079.tvsquared.com

https://analytics.twitter.com https://tr.line.me

https://c5.adalyser.com https://c0.adalyser.com

https://i.sng.link https://pixel.pointmediatracker.com

https://cnv.event.prod.bidr.io https://lux.speedcurve.com



HEADER STATUS VALUE

https://forms-eu1.hsforms.com/

https://analytics.google.com/g/s/collect;font-src 'self'

data: https://fonts.gstatic.com

https://widgets.wise.com/;object-src 'self';media-src 'self'

'self' data: https://wise.com/;manifest-src 'self'

'self';script-src 'self' 'unsafe-inline' 'unsafe-eval' 'self'

https://wise.com https://sst.wise.com https://gtm.wise.com

https://*.singular.net https://i.sng.link https://js-

agent.newrelic.com https://bam.nr-data.net/

https://ajax.cloudflare.com bat.bing.com https://s.yimg.jp

https://*.yahoo.co.jp a.quora.com static.hotjar.com

https://script.hotjar.com/ https://collector-

20079.tvsquared.com https://d.line-scdn.net www.google.co.uk

www.google.com www.googletagmanager.com/

tagmanager.google.com/ https://storage.googleapis.com

https://ajax.googleapis.com/ https://microapps.google.com

https://microapps-prod-tt.sandbox.google.com

googleads.g.doubleclick.net www.google-analytics.com

www.googleadservices.com static.ads-twitter.com

analytics.twitter.com www.snapengage.com

insitez.blob.core.windows.net sjs.bizographics.com

*.mxpnl.com https://cdn.pdst.fm https://us-central1-adaptive-

growth.cloudfunctions.net https://bidr.io

https://d2dgj1jjqgsb96.cloudfront.net

https://www.redditstatic.com/ads/pixel.js

https://snap.licdn.com https://js.adsrvr.org

https://c5.adalyser.com https://c0.adalyser.com

https://c.amazon-adsystem.com https://js-eu1.hs-scripts.com

https://js.appboycdn.com/web-sdk/5.9/braze.no-amd.min.js

https://transferwise.com https://bidr.io

https://cdn.speedcurve.com https://lux.speedcurve.com

https://js-eu1.hsforms.net https://challenges.cloudflare.com

https://www.youtube.com;style-src 'self' 'unsafe-inline'

blob: fonts.googleapis.com/css tagmanager.google.com/;frame-

ancestors 'self' https://wiseturkiye.com.tr

https://microapps.google.com https://microapps-prod-

tt.sandbox.google.com;frame-src youtube.com www.youtube.com

www.youtube-nocookie.com https://vars.hotjar.com

https://bid.g.doubleclick.net

https://www.googletagmanager.com https://insight.adsrvr.org

https://match.adsrvr.org https://wise.com

https://gtm.wise.com https://transferwise.com

https://wise.navattic.com https://js-eu1.hsforms.net

https://forms-eu1.hsforms.com/

https://challenges.cloudflare.com;worker-src 'self'

blob:;form-action 'self' https://forms-eu1.hsforms.com/;base-

uri 'self';script-src-attr 'none';upgrade-insecure-requests

Referrer-Policy missing —

Permissions-Policy present ch-ua-model=("https://sdk-api-v1.singular.net"),ch-ua-

platform-version=("https://sdk-api-v1.singular.net"),ch-ua-

full-version-list=("https://sdk-api-v1.singular.net")

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection present 0



DNS RECORDS 10 records

Type Name Value TTL

A wise.com 104.18.39.116 299

A wise.com 172.64.148.140 299

MX wise.com alt2.aspmx.l.google.com 0

MX wise.com aspmx.l.google.com 0

MX wise.com aspmx2.googlemail.com 0

MX wise.com aspmx3.googlemail.com 0

MX wise.com alt1.aspmx.l.google.com 0

NS wise.com sean.ns.cloudflare.com 0

NS wise.com hope.ns.cloudflare.com 0

SOA wise.com hope.ns.cloudflare.com dns.cloudflare.com 2399329315 1800

WHOIS REGISTRATION

Registrar https://www.101domain.com/

Registrant Org Digital Privacy Corporation

Registrant Country US

Domain Age 11699 days

Created 1994-03-07T05:00:00Z

Updated 2026-03-04T16:15:04Z

Expires 2028-03-08T05:00:00Z

Nameservers hope.ns.cloudflare.com

sean.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

Next.js Framework high Header: x-powered-by: Next.js



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Financial services Recognized entity

Wise.com is a well-known, reputable financial technology company specializing in international money transfers and currency exchange. It is a

recognized brand with a longstanding presence in the fintech sector, trusted by millions globally.

SCAN EVIDENCE VERDICT

95 /100 LOW RISK

Based on prior intelligence, wise.com is a well-established, trusted financial services provider with a longstanding reputation. The real-time

scan confirms a secure setup: valid SSL certificate, high-confidence CDN usage, and no suspicious redirects or threats detected. The

absence of critical security headers like X-Frame-Options and Referrer-Policy is noted but not unusual for a major, reputable site. Overall, the

scan evidence aligns with the trusted profile, indicating no immediate security concerns.

1. Maintain monitoring for any future security header issues, especially on pages handling sensitive data.

2. Ensure SSL certificate renewal is tracked, though current certificate is valid for 57 days.

3. Continue regular threat scans to confirm ongoing safety, as no threats are currently detected.

4. Verify that security headers like X-Frame-Options and Referrer-Policy are implemented to enhance security posture.
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