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THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 198.202.211.1



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384
Subject wewardapp.com

Issuer WE1 (Google Trust Services)

Valid From Jan 20 17:08:14 2026 GMT

Expires Apr 20 18:08:05 2026 GMT (32 days remaining)
HSTS Enabled max-age=31536000
OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 8F6E7173D5570D640D02603C95609734
SANs wewardapp.com

® HTTP SECURITY HEADERS

Status: 200 OK - Final URL: https://w

HEADER STATUS VALUE

HSTS present max-age=31536000
X-Content-Type-Options missing

X-Frame-Options present SAMEORIGIN

CSP present frame-ancestors 'self!
Referrer-Policy missing

Permissions-Policy missing

COOP missing

COEP missing -

CORP missing -

X-XSS-Protection missing -
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Value TTL

198.202.211.1

altl.aspmx.l.google.com

alt3.aspmx.l.google.com

alt4.aspmx.l.google.com

aspmx.l.google.com

alt2.aspmx.l.google.com

dnsll.ovh.net

nsll.ovh.net

ebaf01744fe260277176fedfad43c318b

v=spfl include:spf.sendinblue.com include:_spf.firebasemail.com

include:_spf.google.com ~all

1|www.wewardapp.com

google-site-verification=ScltZStg-hSMQOx2YP010-V6IjsOmCPfCevNCYZrTzFM

mgverify=9cb8edcdel435ebe74c57e430836231fc9cbbef722cf£8b757a8d94489b00a23

anthropic-domain-verification-8jqcr2=s6rJrqCixhw3PlePjNwLFux3Z

google-site-verification=1ivlvO02cmXhgTpi6rFx1TWRsrwxapluraUgqcM8KKGAPs

google-site-verification=fWi9GeN1oNG2t fdWHONM8uUOLQOxp1lj8UOy5MHa80rL4ik

google-site-verification=WBG6SGPAKFNJKJjOavYS21IPywfTOcgQn_Zlc5iggsCc

google-site-verification=F1RkkLRsq—-7h2G-X9T4HVRxgL5nZD4u2RexKCz04B71I

google-site-verification=nMkRe]j_Smg5IQYwZTy64aPKofQsxTz8PdGhHHF99YMo

prowly-—
verification=2ccb69c2b56£3f6£49d608ad8427£f1clccld9953a470£fab79113182c5decdl7£

dnsll.ovh.net tech.ovh.net 2026022300

® WHOIS REGISTRATION

Registrar

Registrant Org

Registrant Country

Domain Age

Created
Updated

Expires

Nameservers

OVH, SAS

REDACTED FOR PRIVACY
REDACTED FOR PRIVACY
1764 days
2021-05-19T12:10:18Z
2025-03-04T13:11:47Z
2025-05-19T14:13:22+02:00

dns11.ovh.net
ns11.ovh.net



e TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — suspicious pattern

The domain 'wewardapp.com' does not match any major brand, public service, or well-known infrastructure based on training data. Its
registration via OVH and the relatively recent age (approximately 4.8 years) do not inherently indicate maliciousness but do not confirm
legitimacy either. The name suggests a possible app or reward-related service, but without further context, it remains ambiguous.

/A Domain name resembles reward or app schemes which are often exploited for scams

A\ Lack of recognition as a trusted entity or major brand

/\ Potential for misuse in phishing or scam campaigns due to generic naming

SCAN EVIDENCE VERDICT

The domain 'wewardapp.com' is unfamiliar and lacks recognition as a trusted entity, aligning with prior intelligence indicating suspicion. Real-

time scan evidence shows a valid SSL certificate, recent domain age, and no known threat flags, but missing several security headers and a
generic name pattern raise concerns. The absence of blocklist hits suggests it is not currently malicious, but the overall profile remains
ambiguous and warrants caution.

1. Monitor the domain for any suspicious activity or user reports.
2. Avoid entering sensitive information on this site until further verification.
3. Conduct additional reconnaissance, such as checking for user reviews or associated apps.

4. Implement network-level filtering if the domain is encountered in suspicious contexts.
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