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https://upside.com/
69 SUSPICIOUS Al: 25/100 - MEDIUM RISK
/100
Resolved IP: 198.202.211.1 - Server: cloudflare
MALWARE SAFE BROWSING SSL
Clean Clean Valid
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DOMAIN AGE
11390d

THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 198.202.211.1



SSL CERTIFICATE

Status
Protocol
Cipher Suite
Subject
Issuer

Valid From
Expires
HSTS
OCsP

Key

Serial Number

SANs

VALID

TLSv1.3

TLS_AES_256_GCM_SHA384

upside.com

WE1 (Google Trust Services)

Feb 15 19:24:58 2026 GMT

May 16 20:24:49 2026 GMT (59 days remaining)
Enabled max-age=31536000; includeSubDomains; preload
unknown

ECDSA prime256v1 256 bits

0226A8982875A9A11328925709C4B2DC

upside.com

® HTTP SECURITY HEADERS

Status: 200 OK - Final URL: https://wuu

HEADER

HSTS
X-Content-Type-Options
X-Frame-Options

CSsP

Referrer-Policy
Permissions-Policy
COOP

COEP

CORP

X-XSS-Protection

STATUS VALUE

present max—-age=31536000; includeSubDomains; preload
missing

present SAMEORIGIN

present frame-ancestors 'self'

missing
missing
missing
missing
missing

missing



e DNS RECORDS

Type Name Value TTL
A upside.com 198.202.211.1

MX upside.com aspmx.l.google.com

MX upside.com alt3.aspmx.l.google.com
MX upside.com alt4.aspmx.l.google.com
MX upside.com altl.aspmx.l.google.com
MX upside.com alt2.aspmx.l.google.com
NS upside.com ns-1208.awsdns-23.0rg
NS upside.com ns-1815.awsdns-34.co.uk
NS upside.com ns—-493.awsdns—-61.com

NS upside.com ns-667.awsdns-19.net

v=spfl include:_spf.google.com include:7498996.spf06.hubspotemail.net
TXT upside.com include:docebosaas.com include:mail.zendesk.com include:servers.mcsv.net

include:spf.mandrillapp.com include:spf.protection.outlook.com ~all

TXT upside.com canva-site-verification=d1gqZZNg3-YQY1H6v7z0ZRBg

TXT upside.com MS=ms93549233

adobe-idp-site-

b Rabietite verification=ce51bbel8c91ce0741b48682097ba875d084a4ec6475402a148b45dcd97£e277

TXT upside.com str%p?— .
verification=455f4349850bd092ec35d76c3b1e904d41c0900cebl15d71d33632012efc94411

TXT upside.com google-gws—-recovery-domain-verification=38460626

TXT upside.com bitrise-verification=a2lafa33c1855e76-JINyGBmelYY3w

TXT upside.com bugfender-saml-delegation=5757791850

TXT upside.com virtru-site-verify=fyugA3gFrDgDeAgjHy3icYJLtHmK7XiRHbwpfABU

TXT upside.com znplbmcnsbwz8gjbzgr7zdkjrnv9olyy8

TXT upside.com google-site-verification=o0A7Ue_aQx7D8Fdm2Sap_qgQz-GfTxTydfdQYvIGJtAbE

TXT upside.com google-site-verification=4BJh9wtZuACzQdItVDolE5d3zYISymp9pPf_ GlpKMS4

TXT upside.com asv=ae301052d04a22e604fb9f8£f9£f5b8cE3

TXT upside.com hubspot-domain-verification=23jZ2iMmQOY2MtYzZhZS000ODhiLT1kOGUtMzQ4NzY5ZDA3ZDk1

e pside. com atlassian-domain-—
verification=9RGUhd2igF15GJz7sHR1d0Orz18QfiIqjs52xwiPHhIMGEQvKeqY 9CoHMUx1XJkma

TXT upside.com coda-verification=c6cac8fb-elce-419a-aba6-05a0ac5ef149

TXT upside.com openai-domain-verification=dv-cM4xfhG6UDGEClhYfgSEAaJA

TXT upside.com lpassword-site-verification=2LIW66GZBNH7ZPEEFMJY5BRS20Q

TXT upside.com mixpanel-domain-verify=3d5d93b5-50a5-48b4-afc0-b9c296dde042

TXT upside.com knowbed4-site-verification=ed%ed74a155465bbdeld50ad33dc5106

TXT upside.com docusign=6d11238£f-7a09-4283-9995-£37d74dbd24f

TXT upside.com browserstack-domain-verification=20473c2f-429e-4b54-9bfc-cfa8ded723ba

TXT upside.com apple-domain-verification=rjXpASLzaQ6IWLYU

TXT upside.com segment-site-verification=NTrOUmD1hjFmfSpFpNpFkWHO19TLisK2



Type Name Value TTL

box-domain-

e upside. com verification=592363ba2b3520£f015de6c3fl2laal3aedef19561d3b21827192fada2184172cc

TXT upside.com jetbrains-domain-verification=8kp9x5mr9ga985wzarpws2otqg

TXT upside.com 84888DEDEF

TXT upside.com stripes
verification=e2c7598aa443fc8980694731b7613885£37b6618abb0532c56dd7b0d501e3c8e

TXT upside.com docker-verification=6bb262be-1e21-4fcc-b53e-c39dbf8ef440

TXT upside.com slack-domain-verification=L9cWdxbOPxQwjXNcRR2Cxfcd3LtKSBMrJ4cI7V1L

Registrar Amazon Registrar, Inc.

Registrant Org Identity Protection Service

Registrant Country GB

Domain Age 11390 days

Created 1995-01-10T05:00:00Z

Updated 2025-12-05T05:03:14Z

Expires 2027-01-09T05:00:00Z

Nameservers ns-667.awsdns-19.net

ns-493.awsdns-61.com
ns-1815.awsdns-34.co.uk
ns-1208.awsdns-23.org

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudfiare CDN high Header: server: cloudflare

jQuery JS Library medium HTML pattern: jquery[.\-V][\d]

Google Analytics Analytics medium HTML pattern: googletagmanager\.com

Google Tag Manager Tag Manager medium HTML pattern: googletagmanager\.comVgtm\.js



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — ambiguous domain name

The domain upside.com is a generic, widely registered domain with no immediate association to major brands or known malicious
infrastructure based on training data. Its registration by Amazon Registrar and lack of publicized malicious activity suggest it is likely a
legitimate, commercially registered domain, but no specific reputation can be confirmed without further context.

SCAN EVIDENCE VERDICT

The domain upside.com is an unfamiliar, generic domain with no known malicious reputation based on prior intelligence. The real-time scan
confirms a valid SSL certificate, proper DNS records, and no current threats flagged by blocklists, suggesting a benign status. However, its
unknown category, missing security headers, and lack of association with trusted brands introduce some caution. Overall, evidence leans
toward a low to moderate risk, but the domain's ambiguous nature warrants attention.

1. Monitor the domain for any unusual activity or changes in threat status.

2. Implement additional security controls if using this domain in sensitive contexts, such as enforcing strict Content Security
Policies.

3. Conduct further investigation into the domain's purpose and ownership if it will be used for critical services.

4. Avoid embedding sensitive or high-value transactions on this domain until more trust can be established.
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