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THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 47.236.227.188



SSL CERTIFICATE

Status
Protocol
Cipher Suite
Subject
Issuer

Valid From
Expires
HSTS
OCsP

Key

Serial Number

SANs

VALID
TLSv1.2
ECDHE-RSA-AES128-GCM-SHA256
* trip.com
GlobalSign RSA OV SSL CA 2018 (GlobalSign nv-sa)
Jul 29 10:01:07 2025 GMT
Aug 30 10:01:06 2026 GMT (164 days remaining)
Not set
unknown

RSA 2048 bits

7C5768CAAL1676BFOA5382801

* trip.com, easytrip.com, trip.fr, tripcdn.com, trip.biz, trip.co.th, *.tripcdn.com, *.trip.fr ... +4 more

® HTTP SECURITY HEADERS

Status: 200 OK - Final URL: https://es.trip.com/?locale=es-es - 2 redirects
HEADER STATUS VALUE
HSTS missing -
X-Content-Type-Options present nosniff
X-Frame-Options present SAMEORIGIN
CSP missing

Referrer-Policy missing

Permissions-Policy missing

COOP missing

COEP missing -

CORP missing -

X-XSS-Protection

present 1; mode=block
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Value TTL

47.84.182.52

8.222.216.245

47.236.227.188

mx2.trip.com.ctripgslb.com

mx3.trip.com.ctripgslb.com

mxl.trip.com.ctripgslb.com

al6-67.akam.net

a26-64.akam.net

al-244.akam.net

ald4-66.akam.net

all-65.akam.net

a9-65.akam.net

figma-domain-

verification=b5a4df3£51£320a3bc4748771180cd4a3£555cadc2bd8967d97d4178d7bbede0-1748338953

JmS1QyQLwRduH4e412utR/WSLKEfyKS11Gzt 6xJFIxYUhMQI+yyALDfmr36P135ja2+0jBgU/K3Mmv8bWS04 rHw==

tiktok-developers-site-verification=dTIaWemWey8Xvsx9jY1PbdOL1IrD60UE

_globalsign-domain-verification=4Azi14JInsL5pAJbTgHoG6kgfsnsl7QcptSklrggNVoJd

_sdl9tib3d6hxtfeporgckimgdqukx3p

atlassian-domain-

verification=uix6c7QZ2QanqI8lpleily9VNEfMddmMVHpeXWabEZgyrd32mO2nFPuyTMxXbcDIOrE

cursor-domain-verification-2p9xhj=Gerl1PzSro9gVUMEsBNIfAMP 80

globalsign-domain-verification=8frsHcE2ag-0ccaaP5BTpPmUJC80b8pdjDQchfAWzD

1334nlgbwrsnmmb97rgkxshhlwnOhrsm

adobe-idp-site-
verification=7716ea4a8£83821e53d217ec962e06a290815cfal0f81£f7fc3388e5ae0c9ef58b

google-site-verification=SZw7sFjvMnOhDyxTj4m3N93T7k9XCiTZjqUJeID2PDE

cursor-domain-verification-fj7xyr=gitnAqIrE150KYWk8mhvNweGn

v=spfl include:spf.trip.com -all

verification-code-site-App_feishu=f8ADMI1vM4VhdEv16axcN

a9-65.akam.net hostmaster.trip.com 2019127794



® WHOIS REGISTRATION

Registrar MarkMonitor, Inc.

Registrant Org Trip.com Travel Singapore Pte. Ltd.
Registrant Country SG

Domain Age 10264 days

Created 1998-02-09T05:00:00+0000
Updated 2024-08-02T02:17:33+0000
Expires 2027-12-19T05:18:17+0000
Nameservers a26-64.akam.net

a16-67.akam.net
a14-66.akam.net
a9-65.akam.net

al-244.akam.net
a11-65.akam.net

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE
jQuery JS Library HTML pattern: jquery[.\-V][\d]
Google Analytics Analytics HTML pattern: google-analytics\.com

® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Travel booking platform Recognized entity

trip.com is a well-established global travel booking website operated by Ctrip, a major player in the travel industry. Its long domain age (over
28 years) and registration through a reputable registrar (MarkMonitor) support its legitimacy. There are no known associations with malicious
activity or threat infrastructure based on historical data.

SCAN EVIDENCE VERDICT

/100 LOW RISK

The prior intelligence confirms trip.com as a well-established, trusted travel platform with no known malicious associations. The real-time scan

shows a valid SSL certificate, reputable DNS records, and no threats flagged by major blocklists, aligning with its trusted status. The only
notable concern is the redirect chain leading to es.trip.com, which is a subdomain of the same domain, suggesting normal regional or
language-specific redirection rather than malicious activity. Overall, the evidence supports the domain's legitimacy and safety.

1. Monitor the redirect to es.trip.com to ensure it remains within the trusted domain ecosystem.

2. Implement security headers such as HSTS, CSP, and Referrer-Policy to enhance security posture.

3. Maintain regular scans and threat intelligence updates to detect any future anomalies.

4. Verify the redirect destination periodically to confirm it is a legitimate subdomain of trip.com.
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