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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 149.154.167.99  ·  Server: nginx/1.18.0

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

8129d

Desktop view — telegram.org

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 149.154.167.99

91
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject *.telegram.org

Issuer Go Daddy Secure Certificate Authority - G2 (GoDaddy.com, Inc.)

Valid From Aug 11 13:36:48 2025 GMT

Expires Sep 12 13:36:48 2026 GMT (177 days remaining)

HSTS Enabled  max-age=31536000; includeSubDomains; preload

OCSP unknown

Key RSA 2048 bits

Serial Number 794DD3F08729E8C7

SANs *.telegram.org, telegram.org

HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://telegram.org/

HEADER STATUS VALUE

HSTS present max-age=31536000; includeSubDomains; preload

X-Content-Type-Options missing —

X-Frame-Options present SAMEORIGIN

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 12 records

Type Name Value TTL

A telegram.org 149.154.167.99 699

AAAA telegram.org 2001:67c:4e8:f004::9 120

MX telegram.org mx110.telegram.org 0

MX telegram.org mx101.telegram.org 0

NS telegram.org ns-cloud-b4.googledomains.com 0

NS telegram.org ns-cloud-b2.googledomains.com 0

NS telegram.org ns-cloud-b1.googledomains.com 0

NS telegram.org ns-cloud-b3.googledomains.com 0

TXT telegram.org
google-site-verification=R-

3XYX47JUVHva3pnhnyjx5D72PtSnjtLMLj_tymTAc
0

TXT telegram.org

v=spf1 ip4:95.161.64.0/28 ip4:95.161.64.16/30

ip4:149.154.160.0/20 ip4:149.154.162.125/32

ip4:149.154.162.247/32 -all

0

TXT telegram.org
google-site-verification=hAtj8VzR8lGDcv80yGd0ST-

pMHU8WNU0lkswaau3v2w
0

SOA telegram.org
ns-cloud-b1.googledomains.com dns.jomax.net.telegram.org

2017053111
600

WHOIS REGISTRATION

Registrar GoDaddy.com, LLC

Registrant Org Domains By Proxy, LLC

Registrant Country US

Domain Age 8129 days

Created 2003-12-15T14:48:05Z

Updated 2021-12-16T13:59:38Z

Expires 2031-12-15T14:48:05Z

Nameservers ns-cloud-b1.googledomains.com

ns-cloud-b2.googledomains.com

ns-cloud-b3.googledomains.com

ns-cloud-b4.googledomains.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Nginx Web Server high Header: server: nginx/1.18.0

Bootstrap CSS Framework medium HTML pattern: bootstrap\.min\.(css|js)



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Major messaging platform / Communication service Recognized entity

telegram.org is the official domain for Telegram Messenger, a globally recognized encrypted messaging app. It is a well-established, reputable

service with a long-standing online presence, not associated with malicious activities or abuse infrastructure. Its registration details and

history support its legitimacy.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

The domain telegram.org is a well-known, reputable messaging platform with a long-standing history and strong brand recognition, confirmed

by prior intelligence. The real-time scan shows a valid SSL certificate, proper DNS records, and no malicious blocklist flags, aligning with its

trusted status. Minor technical headers are missing, but these are typical for large, established services and do not indicate malicious intent.

Overall, the evidence confirms the domain's legitimacy and safety.

1. Maintain current trust status but monitor for any future blocklist or security alerts.

2. Ensure server security configurations are kept up-to-date, despite the absence of critical headers.

3. Periodically review DNS and SSL configurations to confirm ongoing security compliance.

4. No immediate action required; the domain remains a trusted communication platform.
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