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SUSPICIOUS AI: 25/100  ·  MEDIUM RISK

Resolved IP: 104.18.0.224  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

10529d

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.18.1.224

SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject super.com

Issuer WE1 (Google Trust Services)

Valid From Jan 22 20:26:49 2026 GMT

Expires Apr 22 21:26:46 2026 GMT (35 days remaining)

HSTS Enabled  max-age=2592000; includeSubDomains; preload

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 08CEC69AA34EFE301162FA0BD8B9269A

SANs super.com, *.super.com

68
/100



HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://www.super.com/

HEADER STATUS VALUE

HSTS present max-age=2592000; includeSubDomains; preload

X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 35 records

Type Name Value TTL

A super.com 104.18.0.224 40

A super.com 104.18.1.224 40

AAAA super.com 2606:4700::6812:e0 40

AAAA super.com 2606:4700::6812:1e0 40

MX super.com alt2.aspmx.l.google.com 0

MX super.com aspmx.l.google.com 0

MX super.com alt3.aspmx.l.google.com 0

MX super.com alt4.aspmx.l.google.com 0

MX super.com alt1.aspmx.l.google.com 0

NS super.com harvey.ns.cloudflare.com 0

NS super.com ariella.ns.cloudflare.com 0

TXT super.com freeplay-domain-verification-xcfaw6=IQZ7zsgLt6siwrOLFLGR3kVnF 0

TXT super.com notion-domain-verification=iaKt3eM0pKLchjJuSrmI2t68v0UZ7HgUWjrNxUudJVN 0

TXT super.com recce-domain-verification-tqy3mz=HLwYx4Ac6bBWeudLFAUA9ui8x 0

TXT super.com
v=spf1 include:_spf.google.com include:sendgrid.net

include:_spf.bigcommerce.com include:22537558.spf08.hubspotemail.net -all
0

TXT super.com mongodb-site-verification=Q0B3WVEdBEkr4on0Eupu54mAbuVwHfPB 0

TXT super.com miro-verification=4e367886ab4d9b45e90052833cc1223c87a58a49 0

TXT super.com cursor-domain-verification-vg0997=yFq2yzBlsgXn99lS8vRsuSPpI 0

TXT super.com google-site-verification=lGxFZJTmKMXwsyRLER1AIQGyg9QQyM1fqvdoptojOwA 0

TXT super.com pinterest-site-verification=c64b65135c56f95928b41bb1d6ff6e3c 0

TXT super.com MS=285C6B89BC2D5616819BA323A215BED50B0C9ECF 0

TXT super.com google-site-verification=ebG87BRe-nMbptc3b2zGSc_l_fUQJXbcmpf_n1p22U8 0

TXT super.com CKO=cli_vym74ur6bexezjjhndwgcjamiu 0

TXT super.com anthropic-domain-verification-gwtkd8=unOaowbBygi2STAt1IgGmjQgV 0

TXT super.com google-site-verification=TgvBi4u5CjTk3dDmf6afmw3zOHxiL_SHvwyNAL_wb70 0

TXT super.com google-site-verification=bh2VyE5gV5ygxvQH0C_SOBn3rZ_OhEm1-UKjgQoOdHI 0

TXT super.com CKO=cli_xe4we364d35e7jgdb6j2tmqsiu 0

TXT super.com knowbe4-site-verification=6eda1b26b982a59d8005370b01f36d18 0

TXT super.com cloudflare_dashboard_sso=75e31735e7d85285a41874f394959f09 0

TXT super.com TY8XpQ-Jy0SMVTmj4aAHNoafwCN_ 0

TXT super.com ms99164535 0

TXT super.com facebook-domain-verification=d9hfin5s23426hqwoxs6gs1jrp0pyq 0

TXT super.com D7EsS6b1i8DgMg4o52kw6oCAQhhBniQA 0

TXT super.com
atlassian-domain-

verification=lCA9f5xMIPR5+6lhOaV99bCgu7A0Pn82u1Dr9OJnt1f6JEXC9ZKwx5bBZVHDgcHy
0

SOA super.com ariella.ns.cloudflare.com dns.cloudflare.com 2399169614 1800



WHOIS REGISTRATION

Registrar Amazon Registrar, Inc.

Registrant Org Identity Protection Service

Registrant Country GB

Domain Age 10529 days

Created 1997-05-20T04:00:00Z

Updated 2025-09-25T22:31:21Z

Expires 2030-05-21T04:00:00Z

Nameservers ariella.ns.cloudflare.com

harvey.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — suspicious pattern Unknown domain

The domain super.com does not correspond to any major brand, public service, or well-known infrastructure based on training data. Its

generic name and registration details do not indicate a trusted entity; it appears to be a standard, registered domain with no publicly known

associations. Without additional context, it cannot be confidently classified as benign or malicious.

SCAN EVIDENCE VERDICT

25 /100 MEDIUM RISK

The domain super.com is unfamiliar and lacks any known association with trusted entities, aligning with prior intelligence indicating an

unknown, suspicious pattern. Real-time scan evidence shows a valid SSL certificate, high-confidence use of Cloudflare, and no blocklist flags,

which suggests benign intent. However, the domain's young age, missing security headers like CSP, and its status as an unknown entity

introduce red flags that warrant caution. The redirect chain confirms the site ultimately resolves to itself, with no suspicious destinations

detected.

1. Monitor the domain for any changes in SSL or security headers, especially CSP and Content Security policies.

2. Conduct further investigation into the domain's registration details and purpose before any user engagement.

3. Implement additional security controls if integrating this domain into critical systems, given its unknown reputation.

4. Keep an eye on threat intelligence feeds for any future blocklist or malicious activity reports related to super.com.
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