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https://stripe.com/
98 SAFE Al: 95/100 - LOW RISK
/100
Resolved IP: 52.30.58.64 - Server: nginx
MALWARE SAFE BROWSING SSL DOMAIN AGE
Clean Clean Valid 11145d

stripe  Products -~ Solutions ~  Developers v Resources v Pricing or Contact sales >

Global GDP running on Stripe: 1.6175818g%

Financial infrastructure to grow your revenue.
Accept payments, offer financial Sérvices and
implement custom revenue models'= from
your first transaction to your billionth.

Get started » G Sign up with Google

® THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 52.49.17.168



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject stripe.com

Issuer DigiCert Global G3 TLS ECC SHA384 2020 CA1 (DigiCert Inc)
Valid From Jan 28 00:00:00 2026 GMT

Expires May 21 23:59:59 2026 GMT (64 days remaining)

HSTS Enabled max-age=63072000; includeSubDomains; preload
OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 0F23A4055463F354DF8F5C8AF 65F 682F

SANs stripe.com, www.stripe.com



e HTTP SECURITY HEADERS

Status: 200 OK - Final URL: htty

://stripe.com/es

HEADER STATUS VALUE
HSTS present max-age=63072000; includeSubDomains; preload
X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP present base-uri 'none'; child-src 'none'; connect-src

https://c.increment.com https: .stripe.dev
https://c.stripe.global https://c.stripe.partners blob:
https://b.stripecdn.com https://errors.stripe.com
https://ext.stripe.com https://r.stripe.com https://stripe-
images.s3.us-west-1.amazonaws.com https://stripe.com 'self';
default-src 'none'; font-src https://b.stripecdn.com 'self';

form-action https://stripe.com elf'; frame-ancestors

https://app.contentful.com 'self'; frame-src
https://b.stripecdn.com https://js.stripe.com

self'; img-src

https://support-c

data: https://assets.ctfasse

https://assets.stripeassets.cor /b.stripecdn.com

https://images.ct “s.net https://images.stripeassets.com

https://g.stripe.cc ; manifest-src 'none'; media-src

4
https://assets.c .net https://assets.stripeassets.com

https://b.stripecdn.com https://videos.ctfassets.net
https://videos.stripeassets.com 'self'; object-src 'none';
script-src https://b.stripecdn.com https://js.stripe.com
'self' 'sha256-3aWvb9tRBjmz10jR3n7/mwiTm94+s4ikidmMZF82asmc="
'sha256-5LtzXhT7UFn+GgP 5pKEMGLO8UNZsr zANHFEBW/mQHGw="

'sha256-beLzNcen8LrazzSCRjAapoIMTgJI0osPWGNSX7aK6lc="

'sha256-cCM0Z241zGkzQnmbdVw+ouz0JRawyaKcZ4yiqzgY¥STek="

'sha256-vTifGUIH6hIYTvstw4xJ4xfr/vEOELkOV4GpCunygfg="

'sha256-KxhSaxKB5RFTQsqfRwp+zG7iLjvMrTAySgqnSviWlgct 0="

'sha256-tMud8c00354yuxogrdIJeGhNVB350dc561969XRz/Mc="
'sha256-aEFSvCavVnb2wNwuO3IzA8J44RATKt 6vms 9beA7BcCYg="
'sha256-0SWEc2BfR20771i2vUiNNIrFKQkjc2Ujsr2hlfZ6oUek="
'report-sample'; style-src https://b.stripecdn.com 'self'
'unsafe-inline'; worker-src https://b.stripecdn.com 'self';

upgrade-insecure-reque:

s; report-uri
https://qg.stripe.com/csp-violation?
g=pZC3xeRIKNy8k51ckb4N9QpMK4QQrRFOAEUWrQ35R3£fD6u6b690jwpInMyD
w2JM%3D

Refewer%’ohcy present no-referrer-when-downgrade

Permissions-Policy missing -

COOP present same-origin-allow-popups; report-to="wsp_coop"

COEP missing -

CORP missing -

X-XSS-Protection missing -



e DNS RECORDS

Type Name Value

A stripe.com 52.30.58.64

A stripe.com 18.202.131.124

A stripe.com 52.49.17.168

MX stripe.com altl.aspmx.l.google.com

MX stripe.com alt2.aspmx.l.google.com

MX stripe.com aspmx2.googlemail.com

MX stripe.com aspmx3.googlemail.com

MX stripe.com aspmx.l.google.com

NS stripe.com ns-423.awsdns—-52.com

NS stripe.com ns-705.awsdns-24.net

NS stripe.com ns-1087.awsdns-07.0rg

NS stripe.com ns-1882.awsdns-43.co.uk

TXT stripe.com _mphpl78cv3thhugkid4dkknlukgjldu6

TXT stripe.com docker-verification=ccdela0d-8d2c-44b5-9d20-6c4e19113£fc9
TXT stripe.com apple-domain-verification=8kIS0OgmJTvILWQuUI

postman-domain-—

e stripe.com verification=c3b168067016085c452b04b643ae10000790095e383b53d1074e409b0e600b6265elc7963becalca8icc6s
TXT stripe.com asv=8de0cla866b958297e22a36216e594a6

TXT stripe.com google-site-verification=PrlpJHdk11CIkPsiXoHEAJevWHAk39JRFAQVSe917n0

TXT stripe.com google-site-verification=72gGi2-xDdfnaWxdfjn5AqtUS11jKWgSXAV_EHODFzdE

TXT stripe.com google-site-verification=qjP30AiraClha_40cX9Z9FrG5g30_0InXSamXOswY¥-s

TXT stripe.com edcbf4c7-b604-457b-870e-1b05£655e769

TXT stripe.com google-site-verification=pmz8ueKvWMPxN1wUDcVroF91-tg6I9VM6wSO_01i7-wc

TXT stripe.com anthropic-domain-verification-zk7x9c=QfN52ECybLPUWh51RIpKF0QO3

TXT stripe.com elevenlabs=1PGbgtMPQaCISjKdhfTnb4s4Y50xTOR6NE8wMs561i4w

TXT stripe.com stripe-verification=82ce82470fb8324e19fa65abdb6fd370da5a8£90bba09712£259760£625d0790

TXT stripe.com cursor-domain-verification-vncvvm=DONzeIDbQa8PPgIlflukp9UPiu

TXT stripe.com v=MCPv1l; k=ed25519; p=WMekaOClfIH9HQLMtsSM9DDIcM6Bz6Wz34mHnK86UcM=

TXT stripe.com z4mthhzk1016gc0rg421limnnppkh2y5b

TXT stripe.com stripe-verification=3D509DD0829BAA9B36103AC825F863BEED6FBD3EODBOOFDC6CC8C8413191B10D

TXT stripe.com google-site-verification=hPfjsDwiisKJ4RP1ExOst 9gAOD_0P8Q7-kxdcKUvEcc

TXT stripe.com liveramp-site-verification=7gyFkTwGYsvgd7IUQwyAOfIMETWRO6wWgKJKiXq90KEY

TXT stripe.com MS=ms80697640

TXT stripe.com atlassian-domain-verification=upLp2lgQgjalalHG2gnAblAmXRgb/zG0UK1a0n3zTSXZg5DgOSttR31i5uzA3TICdk
TXT stripe.com whimsical=253112£9add9790£3a2709d9893626451fc4cdal

TXT stripe.com docusign=4a93db58-af07-4632-a881-b569d41a6c57

TXT stripe.com google-site-verification=NLkFgZLHeVMVY1R3t1UZC9_1LzmgCAefJyNDs6ZQgBA



Type Name Value

TXT stripe.com facebook-domain-verification=m7id9rt8ehlgcg9tt2yggbsi6gro7i
TXT stripe.com docusign=4c9£5602-1cl9-4edc-bde7-77dc4b9%ea8al
TXT stripe.com canva-site-verification=xLypn0D9XANRy-1lbwcMfHA

v=spfl ip4:198.2.180.60/32 ip4:13.111.2.227/32 include:spfl.stripe.com include:greenhouse-outbound-

TXT stripe.com

Registrar Safenames Ltd
Registrant Org —

Registrant Country us

Domain Age 11145 days

Created 1995-09-12T04:00:00Z
Updated 2025-10-01T02:39:51Z
Expires 2027-09-11T04:00:00Z
Nameservers ns-1087.awsdns-07.org

ns-1882.awsdns-43.co.uk
ns-423.awsdns-52.com
ns-705.awsdns-24.net

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE
Nginx Web Server high Header: server: nginx
Next.js Framework medium HTML pattern: __next

Shopify E-commerce medium HTML pattern: shopify



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Financial technology / Payment processing Recognized entity

Stripe.com is a well-known, reputable payment processing platform used globally by businesses for online transactions. Its domain is
associated with a major fintech company, with a long-standing presence and high trust reputation. There are no indications of malicious
activity or suspicious infrastructure linked to this domain.

SCAN EVIDENCE VERDICT

/100 LOW RISK

The domain stripe.com is a well-established, reputable payment platform with a long history and strong trust signals from prior intelligence.
The real-time scan confirms standard security practices, including a valid SSL certificate, appropriate security headers, and no known threats
flagged by blocklists. There are no indications of malicious activity or suspicious infrastructure, aligning with its known trusted status. Overall,
the evidence strongly supports that stripe.com remains a secure and legitimate domain.

1. Maintain routine monitoring for any future anomalies or changes in security posture.
2. Ensure SSL certificate renewal and header configurations are kept up-to-date.
3. Continue to verify DNS records periodically to detect any unauthorized modifications.

4. No immediate action required; the domain remains trustworthy based on current evidence.
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