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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 104.18.10.47  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

9103d

Desktop view — signal.org

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.18.11.47

88
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject signal.org

Issuer WE1 (Google Trust Services)

Valid From Mar 11 15:32:16 2026 GMT

Expires Jun 9 16:32:15 2026 GMT (82 days remaining)

HSTS Not set

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 771CBFA3C317FE511364A69AB8E0C001

SANs signal.org

HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://signal.org/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options present nosniff

X-Frame-Options missing —

CSP missing —

Referrer-Policy present strict-origin-when-cross-origin

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 17 records

Type Name Value TTL

A signal.org 104.18.10.47 299

A signal.org 104.18.11.47 299

AAAA signal.org 2606:4700::6812:a2f 299

AAAA signal.org 2606:4700::6812:b2f 299

MX signal.org aspmx.l.google.com 0

MX signal.org aspmx2.googlemail.com 0

MX signal.org aspmx3.googlemail.com 0

MX signal.org alt1.aspmx.l.google.com 0

MX signal.org alt2.aspmx.l.google.com 0

NS signal.org casey.ns.cloudflare.com 0

NS signal.org zita.ns.cloudflare.com 0

TXT signal.org MS=ms64370964 0

TXT signal.org anthropic-domain-verification-w1sp3g=yHrFLemYCHqI7Xa0hqH80GBFR 0

TXT signal.org
atlassian-domain-

verification=E0za3YlmgyiE3wck1TFwdW1j0dbRUDsSNh9VBjrOx4yMWdOdauAaLczjR2c/FFmr
0

TXT signal.org google-site-verification=E9NOI9LjgLb5GEyCWbHTr8yumWFOdOuCtFkCeQ_GhVM 0

TXT signal.org v=spf1 include:_spf.google.com ~all 0

SOA signal.org casey.ns.cloudflare.com dns.cloudflare.com 2399172224 1800

WHOIS REGISTRATION

Registrar MarkMonitor, Inc.

Registrant Org DNStination Inc.

Registrant Country US

Domain Age 9103 days

Created 2001-04-15T10:33:19+0000

Updated 2025-06-03T14:27:26+0000

Expires 2028-04-15T00:00:00+0000

Nameservers casey.ns.cloudflare.com

zita.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

jQuery JS Library medium HTML pattern: jquery[.\-\/][\d]



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Secure messaging app / Privacy technology Recognized entity

signal.org is the official domain of Signal, a well-known, reputable encrypted messaging service developed by the Signal Foundation. It is

widely recognized as a legitimate privacy-focused platform with no known associations with malicious activity or threat infrastructure. Its long-

standing presence and established reputation support its trustworthiness.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

Based on prior intelligence, signal.org is a well-established, reputable domain associated with the trusted Signal messaging platform. The

real-time scan confirms the domain's legitimacy, showing valid SSL certificates issued by Google Trust Services, a long registration history,

and no known threats flagged by blocklists. The absence of critical security headers like HSTS is noted but not uncommon for a trusted

service. Overall, the evidence aligns with the prior trust assessment, indicating a safe and legitimate domain.

1. Maintain monitoring for any future security header improvements, such as implementing HSTS.

2. Continue regular scans to ensure no emerging threats or misconfigurations occur.

3. Verify that the SSL certificate remains valid and properly configured during routine audits.

4. No immediate action required; the domain remains trustworthy based on current evidence.
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