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SUSPICIOUS AI: 25/100  ·  MEDIUM RISK

Resolved IP: 104.18.16.27  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

10603d

Desktop view — plinko.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.18.17.27

64
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject plinko.com

Issuer WE1 (Google Trust Services)

Valid From Feb 9 22:15:01 2026 GMT

Expires May 10 23:14:46 2026 GMT (53 days remaining)

HSTS Not set

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 6C2BC77664FB1F68110024070749AFF4

SANs plinko.com, *.plinko.com

HTTP SECURITY HEADERS

Status: 526 526  ·  Final URL: https://plinko.com/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options missing —

X-Frame-Options present SAMEORIGIN

CSP missing —

Referrer-Policy present same-origin

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 11 records

Type Name Value TTL

A plinko.com 104.18.16.27 299

A plinko.com 104.18.17.27 299

AAAA plinko.com 2606:4700::6812:111b 299

AAAA plinko.com 2606:4700::6812:101b 299

MX plinko.com route1.mx.cloudflare.net 0

MX plinko.com route2.mx.cloudflare.net 0

MX plinko.com route3.mx.cloudflare.net 0

NS plinko.com pat.ns.cloudflare.com 0

NS plinko.com donovan.ns.cloudflare.com 0

TXT plinko.com v=spf1 include:_spf.mx.cloudflare.net ~all 0

SOA plinko.com donovan.ns.cloudflare.com dns.cloudflare.com 2396164613 1800

WHOIS REGISTRATION

Registrar Safenames Ltd

Registrant Org —

Registrant Country GB

Domain Age 10603 days

Created 1997-03-07T05:00:00Z

Updated 2025-06-18T09:36:04Z

Expires 2027-03-08T05:00:00Z

Nameservers donovan.ns.cloudflare.com

pat.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — suspicious pattern Unknown domain

There is no prominent recognition of plinko.com as a major brand, public service, or reputable infrastructure. The domain's name resembles a

generic or game-related term, which is common in various benign and malicious contexts. Without additional data, it appears to be an obscure

or potentially suspicious domain with no clear association to trusted entities.

SCAN EVIDENCE VERDICT

25 /100 MEDIUM RISK

Prior intelligence indicates plinko.com is an unfamiliar, obscure domain with no known reputation or association with trusted entities. Real-time

scan evidence shows a valid SSL certificate, but missing security headers such as HSTS and X-Content-Type-Options, along with a relatively

young domain age and hosting via Cloudflare. Blocklist checks are clean, but the combination of missing security best practices and the

domain's unknown status suggests moderate risk. Overall, the evidence confirms a suspicious profile consistent with an unknown or

potentially malicious site, warranting caution.

1. Avoid direct interaction or data submission to plinko.com until further verification.

2. Monitor network traffic for any unusual activity or redirects related to this domain.

3. Conduct additional reconnaissance, such as analyzing content or behavior if necessary, before considering any

engagement.

4. Keep security controls updated and consider blocking or flagging this domain in your security infrastructure.
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