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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 151.101.3.1  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

9743d

Desktop view — paypal.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 151.101.195.1

93
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_128_GCM_SHA256

Subject paypal.com

Issuer DigiCert Global G2 TLS RSA SHA256 2020 CA1 (DigiCert Inc)

Valid From Jul 8 00:00:00 2025 GMT

Expires Jul 7 23:59:59 2026 GMT (111 days remaining)

HSTS Enabled  max-age=31536000; includeSubDomains; preload

OCSP unknown

Key RSA 2048 bits

Serial Number 065C4E8EBBEF92E75EC61391CFE784D0

SANs paypal.com, braintreepayments.com, buyindiaonline.com, cash2india.com, curv.cc, curv.co,

fastlane.paypal.com, futureofgiving.ca … +98 more



HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://www.paypal.com/es/home  ·  2 redirects

HEADER STATUS VALUE

HSTS present max-age=31536000; includeSubDomains; preload

X-Content-Type-Options present nosniff

X-Frame-Options missing —

CSP present default-src 'self' https://*.paypal.com

https://*.paypalobjects.com 'unsafe-inline'; style-src 'self'

https://*.paypal.com https://*.paypalobjects.com 'unsafe-

inline'; script-src 'nonce-

gda0aqj/LaHalzNwmcBi91rCd+CI6FDGwszkdsdAYkVVBeYl' 'self'

'unsafe-inline' https://*.paypal.com

https://*.paypalobjects.com https://pypd.paypal-mktg.com;

img-src 'self' https: data: https://www.google-analytics.com

https://www.analytics.google.com https://region1.google-

analytics.com https://region1.analytics.google.com; object-

src 'none'; font-src 'self' https://*.paypal.com

https://*.paypalobjects.com; frame-src 'self'

https://*.paypalobjects.com https://*.paypal.com

https://www.youtube-nocookie.com https://*.company-target.com

https://*.qualtrics.com; frame-ancestors 'self'

https://*.paypal.com; connect-src 'self' 'unsafe-inline'

https://*.paypal.com https://*.paypalobjects.com

https://www.google-analytics.com

https://www.analytics.google.com https://region1.google-

analytics.com https://region1.analytics.google.com

https://browser-intake-us5-datadoghq.com https://*.company-

target.com https://*.demandbase.com https://*.adsrvr.org

https://prod.uidapi.com https://*.qualtrics.com; form-action

'self' https://*.paypal.com; base-uri 'self'

https://*.paypal.com; upgrade-insecure-requests;; report-uri

https://www.paypal.com/csplog/api/log/csp

Referrer-Policy missing —

Permissions-Policy present ch-ua-platform-version=(self "https://c.paypal.com"),ch-ua-

arch=(self "https://c.paypal.com"),ch-ua-wow64=(self

"https://c.paypal.com"),ch-ua-model=(self

"https://c.paypal.com"),ch-ua-bitness=(self

"https://c.paypal.com"),ch-ua-full-version=(self

"https://c.paypal.com"),ch-ua-full-version-list=(self

"https://c.paypal.com")

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection present 1; mode=block



DNS RECORDS 25 records

Type Name Value TTL

A paypal.com 151.101.3.1 299

A paypal.com 162.159.141.96 299

A paypal.com 151.101.195.1 299

MX paypal.com mx2.paypalcorp.com 0

MX paypal.com mx1.paypalcorp.com 0

NS paypal.com pdns100.ultradns.com 0

NS paypal.com pdns100.ultradns.net 0

NS paypal.com ns2-pchnet.paypal.com 0

NS paypal.com ns1-pchnet.paypal.com 0

TXT paypal.com

v=spf1 include:pp._spf.paypal.com include:3ph1._spf.paypal.com

include:3ph2._spf.paypal.com include:3ph3._spf.paypal.com

include:3ph4._spf.paypal.com include:sendgrid.net include:aspmx.pardot.com ~all

0

TXT paypal.com mgf84gx1cv1c759pmjqx0wnths9ss9f6 0

TXT paypal.com mgverify=e00c4bf7480ee22be851faa9acd20e41b8fd0f7b75b434bbe38aa257e5aae3a0 0

TXT paypal.com docker-verification=2deb3c1f-56d2-4fe4-8a09-d48b7bf8a918 0

TXT paypal.com stripe-verification=549bef27619f14f935a84c6a23492e80f49ff57a341d9ddc74d8486881cd0d8c 0

TXT paypal.com intersight=6d86ec09a7c6926c6f9b8eff8ef0ef06679d84aab4999756a0920a8d430ed8ae 0

TXT paypal.com
atlassian-domain-

verification=Q8BdHlO6NYSN5njfC2rlbPQxksVfADlcxarxq4fesYJErtGKylvfcfyfwrPD/wnv
0

TXT paypal.com globalsign-domain-verification=KXa3jn_dNODlTVQ4eg1Wx3vA-RrHZ2K7iLQN0vdJBx 0

TXT paypal.com
adobe-idp-site-

verification=11600efbec96c0e73dd8820cd33ca906ec4302aea4487d208a42a2b01806144c
0

TXT paypal.com Notion_verify_uVqjH2PpjVthR9xxfR5BZGsuYGtqb6Za4uDHPaA917v5Cg5J0rRwiATz84PWHZh8Px7vFK 0

TXT paypal.com workplace-domain-verification=F7ezsH9uapvYDGd2VtPARy1qq9ymN6 0

TXT paypal.com MS=ms95960309 0

SOA paypal.com ppdns.paypal.com hostmaster.paypal.com 2012396189 300

CAA paypal.com 0 visa.com 0

CAA paypal.com 0 digicert.com 0

CAA paypal.com 0 quovadisglobal.com 0



WHOIS REGISTRATION

Registrar MarkMonitor, Inc.

Registrant Org PayPal Inc.

Registrant Country US

Domain Age 9743 days

Created 1999-07-15T05:32:11+0000

Updated 2026-03-06T17:29:09+0000

Expires 2026-07-15T00:00:00+0000

Nameservers pdns100.ultradns.net

ns1-pchnet.paypal.com

pdns100.ultradns.com

ns2-pchnet.paypal.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

Google Analytics Analytics medium HTML pattern: google-analytics\.com

AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Financial services Recognized entity

paypal.com is the official domain of PayPal, a globally recognized leader in online payments and financial services. It has a long-standing

history, high domain age (over 26 years), and is registered with a reputable registrar (MarkMonitor), indicating it is a legitimate and trusted

entity.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

The domain paypal.com aligns with prior intelligence as a well-established, trusted financial services provider with a long history and reputable

registration. The real-time scan confirms a valid SSL certificate, proper security headers, and no known threat flags, supporting its legitimacy.

The redirect chain loops back to the same domain, indicating standard behavior rather than malicious redirection. Overall, the evidence

strongly confirms the domain's authenticity and safety.

1. Maintain current trust status; no immediate action required.

2. Continue monitoring for any future threat intelligence updates or anomalies.

3. Ensure security headers like X-Frame-Options and Referrer-Policy are implemented for enhanced security.
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