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https://myholidays.com/

SUSPICIOUS AI: 25/100  ·  MEDIUM RISK

Resolved IP: 3.33.251.168  ·  Server: awselb/2.0

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

9867d

Desktop view — myholidays.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 3.33.251.168

63
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_128_GCM_SHA256

Subject myholidays.com

Issuer GoDaddy TLS Intermediate CA DV - R1v1 (GoDaddy.com)

Valid From Mar 7 08:06:10 2026 GMT

Expires Sep 21 08:06:10 2026 GMT (186 days remaining)

HSTS Not set

OCSP unknown

Key RSA 2048 bits

Serial Number A39BB48DFE5BD0D9

SANs myholidays.com

HTTP SECURITY HEADERS

Status: 403 Forbidden  ·  Final URL: https://myholidays.com/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options missing —

X-Frame-Options missing —

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 14 records

Type Name Value TTL

A myholidays.com 3.33.251.168 3599

A myholidays.com 15.197.225.128 3599

MX myholidays.com myholidays-com.mail.protection.outlook.com 0

NS myholidays.com ns44.domaincontrol.com 0

NS myholidays.com ns43.domaincontrol.com 0

TXT myholidays.com
google-site-

verification=G6ZLfwq4wKJUYGBDRA6UOpKxXtt7Y6ny_JModfZpe_k
0

TXT myholidays.com
google-site-

verification=7uCksHWANRo8KIhHQMg20ojM1KFKCiyrs1czryjDFCM
0

TXT myholidays.com
v=spf1 include:spf.protection.outlook.com

include:extfourone.com -all
0

TXT myholidays.com
google-site-verification=SY7sBTK6PlHYfhe-

0XLox2TCL3uBbKh0s2_E7wReKIw
0

TXT myholidays.com
google-site-

verification=NWsVsyBLcByNfgGzbe9f9F6qTqjYH2N_Gtpn3oF0LqU
0

TXT myholidays.com MS=ms22389080 0

TXT myholidays.com
google-site-

verification=pK6xydccNyKYE7tBkYwjuYatjJRP9OPzqPE9FMtccNE
0

TXT myholidays.com
google-site-

verification=3VOpIKju1yZzM7N_o19R3NBoXazIT_ChOHmML-g4MGw
0

SOA myholidays.com ns43.domaincontrol.com dns.jomax.net 2026030709 600

WHOIS REGISTRATION

Registrar GoDaddy.com, LLC

Registrant Org Domains By Proxy, LLC

Registrant Country US

Domain Age 9867 days

Created 1999-03-13T00:00:00Z

Updated 2026-03-17T02:41:38Z

Expires 2027-03-12T23:00:00Z

Nameservers ns43.domaincontrol.com

ns44.domaincontrol.com



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — generic travel domain Unknown domain

myholidays.com appears to be a generic travel-related domain name without any prominent brand or government affiliation. There are no

publicly known associations with malicious activity or threat infrastructure based on training data. Its registration with GoDaddy and age

suggest it is a legitimate domain, but without further context, it cannot be confirmed as trusted.

SCAN EVIDENCE VERDICT

25 /100 MEDIUM RISK

The domain myholidays.com is an unfamiliar, generic travel site with no known malicious associations based on prior intelligence. Real-time

scan evidence shows a valid SSL certificate, but the absence of security headers and a relatively young domain age raise some concerns. No

blocklist flags are present, and the site responds with a 403 status, indicating restricted access but not necessarily malicious intent. Overall,

the evidence suggests cautious monitoring rather than immediate threat, but the lack of security hardening is notable.

1. Implement security headers such as HSTS, X-Content-Type-Options, and Content Security Policy to improve security

posture.

2. Conduct further investigation into the domain's purpose and ownership, especially given its lack of reputation and missing

security headers.

3. Monitor the domain for any future malicious activity or reputation changes, particularly if it begins to handle sensitive user

data.

4. Consider blocking or restricting access if additional suspicious activity or security issues are observed.
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