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SAFE AI: 90/100  ·  LOW RISK

Resolved IP: 13.107.246.43  ·  Server: AkamaiNetStorage

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

12739d

Desktop view — microsoft.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 13.107.246.43

92
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject microsoft.com

Issuer Microsoft TLS G2 RSA CA OCSP 02 (Microsoft Corporation)

Valid From Mar 10 18:31:55 2026 GMT

Expires Sep 6 18:31:55 2026 GMT (171 days remaining)

HSTS Enabled  max-age=31536000 ; includeSubDomains

OCSP unknown

Key RSA 2048 bits

Serial Number 41000B07862B61EE4229DED1760000000B0786

SANs microsoft.com, s.microsoft.com, ga.microsoft.com, aep.microsoft.com, aer.microsoft.com,

grv.microsoft.com, hup.microsoft.com, mac.microsoft.com … +155 more

HTTP SECURITY HEADERS

Status: 403 Forbidden  ·  Final URL: https://www.microsoft.com/

HEADER STATUS VALUE

HSTS present max-age=31536000 ; includeSubDomains

X-Content-Type-Options missing —

X-Frame-Options missing —

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 67 records

Type Name Value TTL

A microsoft.com 13.107.246.43 3599

A microsoft.com 13.107.213.43 3599

AAAA microsoft.com 2620:1ec:46::43 3600

AAAA microsoft.com 2620:1ec:bdf::43 3600

MX microsoft.com microsoft-com.mail.protection.outlook.com 0

NS microsoft.com ns4-39.azure-dns.info 0

NS microsoft.com ns1-39.azure-dns.com 0

NS microsoft.com ns2-39.azure-dns.net 0

NS microsoft.com ns3-39.azure-dns.org 0

TXT microsoft.com workplace-domain-verification=lK0QDLk73xymCYMKUXNpfKAT8TY5Mx 0

TXT microsoft.com airtable-verification=79a09e4a8013ff5737798ffb4ea88eee 0

TXT microsoft.com d365mktkey=JlXV17lfZjyvWxNje1qiP390ACSKzTxo5mGqZ3V2BmYx 0

TXT microsoft.com
hubspot-developer-

verification=OTQ5NGIwYWEtODNmZi00YWE1LTkyNmQtNDhjMDMxY2JjNDAx
0

TXT microsoft.com
v=MCPv1; k=ecdsap384;

p=AoHTKEi2W8L2P8cf9CoDicIxYiuttTkwtIeFOqYCewBGoRZiiF+9/92saUkIDERGAA==
0

TXT microsoft.com
atlassian-domain-

verification=xvoaqRfxSg3PnlVnR4xCSOlKyw1Aln0MMxRiKXnwWroFG7vI76TUC8xYb03MwMXv
0

TXT microsoft.com sitecore-domain-verification=1d46cb5467624e33a408d14324874088 0

TXT microsoft.com d365mktkey=QDa792dLCZhvaAOOCe2Hz6WTzmTssOp1snABhxWibhMx 0

TXT microsoft.com ms-domain-verification=d6545068-89f7-4432-b947-0b137e8a9fe3 0

TXT microsoft.com google-site-verification=uFg3wr5PWsK8lV029RoXXBBUW0_E6qf1WEWVHhetkOY 0

TXT microsoft.com d365mktkey=3uc1cf82cpv750lzk70v9bvf2 0

TXT microsoft.com

v=spf1 include:_spf-a.microsoft.com include:_spf-b.microsoft.com

include:_spf-c.microsoft.com include:_spf-ssg-a.msft.net include:_spf1-

meo.microsoft.com -all

0

TXT microsoft.com ms-domain-verification=1c4e4677-e58f-4117-8d61-e5b2810388c2 0

TXT microsoft.com facebook-domain-verification=fwzwhbbzwmg5fzgotc2go51olc3566 0

TXT microsoft.com ms-domain-verification=478640ad-6524-43d5-86c4-a914804b9e93 0

TXT microsoft.com d365mktkey=6358r1b7e13hox60tl1uagv14 0

TXT microsoft.com google-site-verification=GfDnTUdATPsK1230J0mXbfsYw-3A9BVMVaKSd4DcKgI 0

TXT microsoft.com d365mktkey=PNcDqkW71x8VOUhcE96aGM4l5PYX1gnlRl6ieXUl5eMx 0

TXT microsoft.com
v=MCPv1; k=ecdsap384;

p=An4mJIFLRys9h1EvjX18SJs5p1uEF5MHcs2JJLYPrI48C5Qt9FpaZEM0sQTV4JvNYw==
0

TXT microsoft.com google-site-verification=mEAmcTy1e8jIB9W6ENPk2GDg9hjuNytQQRGlK0hPm0c 0

TXT microsoft.com google-site-verification=pjPOauSPcrfXOZS9jnPPa5axowcHGCDAl1_86dCqFpk 0

TXT microsoft.com
hcp-domain-

verification=3ce174a8b9fba88909633ab13eb1d81ce0123454745d66e500052ed84b7248a1
0

TXT microsoft.com
atlassian-domain-

verification=Sn5AwyIdVgkaRaJA/IKj7ZFMnWeCBnppa9bXGLuJvsakRHH4lYoBxS8g7GVlud9M
0



Type Name Value TTL

TXT microsoft.com ms-domain-verification=25524f4b-1476-489c-a086-30f4c5016ecc 0

TXT microsoft.com fg2t0gov9424p2tdcuo94goe9j 0

TXT microsoft.com 1password-site-verification=35ZTURTFFFDC5BW7GFQKRJ77QM 0

TXT microsoft.com
v=MCPv1; k=ecdsap384;

p=A8qndBCDJGtFF2+3v/IPIMmM0SaVcrJBoSue7rKob6sUeK7QGeFuWkrtvze3AiqUDA==
0

TXT microsoft.com _zx2p8gpzv720db2aqmozy4jhwk2nl43 0

TXT microsoft.com liveramp-site-verification=kxcV8fDH_FUNUZQEcAO6lwgim47f_hNLgMP4VG0PF_Q 0

TXT microsoft.com d365mktkey=wbU64GRacxVEQxwcLSQnx0zisXLYzgUbfvsufIqO9ZUx 0

TXT microsoft.com d365mktkey=3l6dste9txazu0Qd2zu4135PUB4E35txLxyzJxjkPbsx 0

WHOIS REGISTRATION

Registrar MarkMonitor, Inc.

Registrant Org Microsoft Corporation

Registrant Country US

Domain Age 12739 days

Created 1991-05-02T04:00:00+0000

Updated 2026-01-29T18:46:57+0000

Expires 2027-05-03T00:00:00+0000

Nameservers ns4-39.azure-dns.info

ns3-39.azure-dns.org

ns2-39.azure-dns.net

ns1-39.azure-dns.com



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Major tech company Recognized entity

microsoft.com is the official domain of Microsoft Corporation, a globally recognized technology giant. It is a well-established, reputable domain

used for official products, services, and corporate information. No known associations with malicious activity or impersonation from training

data.

SCAN EVIDENCE VERDICT

90 /100 LOW RISK

The domain microsoft.com is a well-known, trusted entity with a long registration history and valid SSL certificates issued by Microsoft. The

real-time scan confirms its legitimacy, showing no malicious threats or blocklist flags, and the HTTPS configuration aligns with best practices.

There are no indications of impersonation or malicious activity, and the redirect chain leads back to the same trusted domain. Overall, the

evidence strongly supports that this is a legitimate, secure Microsoft domain.

1. Maintain standard monitoring to ensure SSL certificates remain valid and headers stay consistent.

2. Continue to verify DNS records periodically to confirm no unauthorized changes.

3. No immediate action required; the domain appears secure based on current evidence.
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