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Security Scan Report

mercor.com

18 March 2026 at 19:09  ·  41.7s

https://mercor.com/

SUSPICIOUS AI: 25/100  ·  LOW RISK

Resolved IP: 100.51.121.148  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

8727d

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 44.218.130.241

SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_128_GCM_SHA256

Subject mercor.com

Issuer Amazon RSA 2048 M01 (Amazon)

Valid From Mar 2 00:00:00 2026 GMT

Expires Sep 15 23:59:59 2026 GMT (181 days remaining)

HSTS Enabled  max-age=63072000; includeSubDomains; preload

OCSP unknown

Key RSA 2048 bits

Serial Number 0A13FA7CEB8F6BB6CC8A5F795C2B2841

SANs mercor.com, www.mercor.com

70
/100



HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://www.mercor.com/

HEADER STATUS VALUE

HSTS present max-age=63072000; includeSubDomains; preload

X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP present default-src 'self' https://*.mercor.com; script-src 'self'

'unsafe-eval' 'unsafe-inline' https://www.gstatic.com

https://www.google.com/recaptcha/api.js https://*.mercor.com

https://www.googletagmanager.com https://apis.google.com

https://accounts.google.com https://global.ketchcdn.com

https://cdn.ketchjs.com https://d2wgjfzcvyb8t1.cloudfront.net

https://jobs.ashbyhq.com https://snap.licdn.com

https://static.ads-twitter.com https://player.vimeo.com

https://click.appcast.io https://jotrack.s3.amazonaws.com

https://yqagkqabd5.us-east-2.awsapprunner.com

https://cdn.vector.co https://connect.facebook.net

https://embed.typeform.com https://cdn.jsdelivr.net

https://static.cloudflareinsights.com

https://snippet.meticulous.ai https://browser.sentry-cdn.com;

connect-src 'self' https://*.mercor.com https://mercor.com

https://www.gstatic.com

https://www.google.com/recaptcha/api.js

https://www.googleapis.com https://fonts.googleapis.com

https://fonts.gstatic.com https://apis.google.com

https://accounts.google.com https://www.googletagmanager.com

https://jobs.ashbyhq.com https://api.ashbyhq.com

https://api.ipify.org https://d2wgjfzcvyb8t1.cloudfront.net

https://snap.licdn.com https://*.licdn.com

https://www.linkedin.com https://static.ads-twitter.com

https://*.twitter.com https://us-central1-mercor-

dashboard.cloudfunctions.net https://yqagkqabd5.us-east-

2.awsapprunner.com https://cdn.vector.co

https://www.facebook.com https://*.sentry.io

https://*.ingest.us.sentry.io https://mercor-server-

66fb6twhcq-uc.a.run.app https://*.run.app https://linkedin-

company-logos.s3.amazonaws.com

https://static.cloudflareinsights.com https://cognito-

identity.us-west-2.amazonaws.com https://user-events-v3.s3-

accelerate.amazonaws.com *.sentry.io https://* wss://* ws://*

http://* ws://localhost:8080 wss://localhost:8080

ws://localhost:9000 wss://localhost:9000

http://127.0.0.1:8080 http://127.0.0.1:9000

http://localhost:8081 http://127.0.0.1:8081

http://localhost:8080 http://localhost:* http://0.0.0.0:8080;

style-src 'self' 'unsafe-inline' https://*.mercor.com

https://*.google.com https://fonts.googleapis.com

https://fonts.gstatic.com https://embed.typeform.com

https://static.hex.site https://cdn.jsdelivr.net; img-src

'self' blob: data: https://*.mercor.com

https://images.unsplash.com https://px.ads.linkedin.com

https://res.cloudinary.com https://storage.cloud.google.com

https://storage.googleapis.com

https://lh3.googleusercontent.com https://s3.amazonaws.com

https://*.s3.amazonaws.com https://linkedin-company-

logos.s3.amazonaws.com https://userimg-

assets.customeriomail.com https://www.vectorlogo.zone

https://yqagkqabd5.us-east-2.awsapprunner.com

https://www.facebook.com https://upload.wikimedia.org

https://jobs.ashbyhq.com https://snap.licdn.com

https://global.ketchcdn.com https://res.cloudinary.com

https://*; font-src 'self' data: https://*.mercor.com



HEADER STATUS VALUE

https://fonts.googleapis.com https://fonts.gstatic.com

https://jobs.ashbyhq.com https://snap.licdn.com

https://global.ketchcdn.com; frame-src 'self' blob: data:

https://*.mercor.com https://mercor.com https://*.google.com

https://www.googletagmanager.com https://*.hex.tech

https://form.typeform.com https://mercor.typeform.com

https://jobs.ashbyhq.com https://mercor.notion.site

https://openai.com https://peerlist.io

https://player.vimeo.com https://techcrunch.com

https://www.youtube.com https://snap.licdn.com

https://global.ketchcdn.com https://snippet.meticulous.ai

https://www.youtube.com https://www.youtube-nocookie.com

https://docs.google.com https://embed.figma.com

https://mercor-hackathon.figma.site; frame-ancestors 'self'

https://mercor.com https://*.mercor.com; object-src 'none';

base-uri 'self'; form-action 'self'; media-src 'self' blob:

https://d14l6o2q5ykra5.cloudfront.net

https://storage.googleapis.com https://*.r2.mercor.com

https://*.mercor.com https://jobs.ashbyhq.com

https://snap.licdn.com https://global.ketchcdn.com

Referrer-Policy present origin-when-cross-origin

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 45 records

Type Name Value TTL

A mercor.com 100.51.121.148 59

A mercor.com 54.86.124.27 59

A mercor.com 98.85.151.165 59

A mercor.com 18.214.68.141 59

A mercor.com 34.199.5.252 59

A mercor.com 44.218.130.241 59

MX mercor.com alt4.aspmx.l.google.com 0

MX mercor.com alt1.aspmx.l.google.com 0

MX mercor.com alt2.aspmx.l.google.com 0

MX mercor.com aspmx.l.google.com 0

MX mercor.com alt3.aspmx.l.google.com 0

NS mercor.com ns-1147.awsdns-15.org 0

NS mercor.com ns-1952.awsdns-52.co.uk 0

NS mercor.com ns-462.awsdns-57.com 0

NS mercor.com ns-896.awsdns-48.net 0

TXT mercor.com linear-domain-verification=pn6xz5wvan2t 0

TXT mercor.com twilio-domain-verification=742ec6ed876aa2dc1dcb6bbb7914c022 0

TXT mercor.com openai-domain-verification=dv-JFMXFjQ1xosxSLqPclTkC0Ox 0

TXT mercor.com v=spf1 ip4:192.168.0.1 include:_spf.google.com -all 0

TXT mercor.com
atlassian-domain-

verification=nD4GanDDWguqEig8Anrj74hdFsORiGkbT1P9pafq/lPthiYmXZbBi1NL0z0W6UMm
0

TXT mercor.com google-site-verification=Qrwds1X4xqNnivdkOKn2cZfeG1SPFr4j4DKxBT_Tt_k 0

TXT mercor.com apple-domain-verification=q2m6wSjJIxNESGIr 0

TXT mercor.com MS=ms72957359 0

TXT mercor.com google-site-verification=EnmigZJLt9hjEobgDWe3Co1a6NierKEPCRNRo9yC82g 0

TXT mercor.com google-site-verification=eNwiHW4yWHxJ-76teBFHanH2CukiEBi45H4OyVJ7fj0 0

TXT mercor.com openai-domain-verification=dv-GrLdTOKUULsLudLru2m45o0X 0

TXT mercor.com
domain-

verification=ceff6c2b751d83f4a9887f1242514c1f47c3f2459aca0abdff0ac12b93742aef
0

TXT mercor.com cursor-domain-verification-n61kw8=XLOAg5cZG8aKViydHNBVrSoI2 0

TXT mercor.com docker-verification=beafcf12-2f1d-41eb-85c8-42bf56593cd9 0

TXT mercor.com h1-domain-verification=MMA2rEXGrRzwQXbgM9fvHf3sPFMGD7YFAfk65FMBVbm6bixW 0

TXT mercor.com slack-domain-verification=qoxnSwKICorXnE5pc0SfvKQxwmjucYivRaQ44pof 0

TXT mercor.com serval-domain-verification-4w6gbm=tIqvKC7CYV3MeW93TOkKg20l8 0

TXT mercor.com google-site-verification=Jeh9HHjx8ZHEV6ruLbs9N7HdBjt-FHFTSor3rmNbHPg 0

TXT mercor.com TAILSCALE-DDghk40JLYUyFcbAkB3j 0

TXT mercor.com ZOOM_verify_WQv5di4zCyLs5XwojXgnCZ 0



Type Name Value TTL

TXT mercor.com notion-domain-verification=Mh4MTjtqsF7QmTSh1ccPBPFey3ABxRoF72fz9k5kt1i 0

TXT mercor.com airtable-verification=996a96c8da4474aefeb4a7c33f180e59 0

TXT mercor.com hosting-site=main-mercor-site 0

TXT mercor.com brevo-code:6254c41bf2f7212ab2c1c4775e364ad3 0

TXT mercor.com cloudflare-verify.mercor.com 0

WHOIS REGISTRATION

Registrar NAMECHEAP INC

Registrant Org Privacy service provided by Withheld for Privacy ehf

Registrant Country IS

Domain Age 8727 days

Created 2002-04-26T18:27:21.00Z

Updated 2025-03-27T08:52:52.63Z

Expires 2026-04-26T18:27:21.00Z

Nameservers ns-1147.awsdns-15.org

ns-896.awsdns-48.net

ns-1952.awsdns-52.co.uk

ns-462.awsdns-57.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

Next.js Framework high Header: x-powered-by: Next.js



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — generic domain Unknown domain

Mercor.com is a longstanding domain registered via Namecheap, with over 23 years of age, but there is no prominent association with major

brands, government, or well-known infrastructure. It does not appear in common threat intelligence databases as a malicious or suspicious

entity. The domain name itself is generic and does not exhibit obvious signs of deception or malicious intent based solely on its structure.

SCAN EVIDENCE VERDICT

25 /100 LOW RISK

The domain mercor.com is an aged, generic domain registered via Namecheap with no known malicious associations from prior intelligence.

The real-time scan confirms a clean security posture, with valid SSL, proper headers, and no threats flagged by common blocklists. Although

the domain lacks prominent brand recognition, the evidence does not indicate malicious intent or suspicious activity, aligning with its unknown

but benign profile.

1. Continue monitoring the domain periodically for any future changes or emerging threats.

2. Maintain standard security practices, including verifying SSL and header configurations.

3. No immediate action required; the domain appears safe based on current evidence.
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