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SUSPICIOUS AI: 25/100  ·  MEDIUM RISK

Resolved IP: 202.90.20.133  ·  Server: —

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

11171d

Desktop view — ly.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 117.48.156.229

63
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.2

Cipher Suite ECDHE-RSA-AES128-GCM-SHA256

Subject *.ly.com

Issuer GlobalSign RSA OV SSL CA 2018 (GlobalSign nv-sa)

Valid From Feb 24 07:31:17 2026 GMT

Expires Mar 28 07:31:16 2027 GMT (374 days remaining)

HSTS Not set

OCSP unknown

Key RSA 2048 bits

Serial Number 6FC2ED809F8B0D10BCC1C270

SANs *.ly.com, elong.com, ly.cn, travelgo.com, elongstatic.com, tcly.cn, shouji.17u.com, d.elong.cn … +22

more

HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://www.ly.com/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options missing —

X-Frame-Options missing —

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 20 records

Type Name Value TTL

A ly.com 202.90.20.133 119

A ly.com 117.48.156.229 119

MX ly.com mx1-ly-com.corpsmtp.net 0

MX ly.com mx1-ly-com.corpsmtp.cn 0

NS ly.com ns3.dnsv4.com 0

NS ly.com ns4.dnsv4.com 0

TXT ly.com
cursor-domain-verification-

3c3g9h=Y1vipPP3C8y64CxHjdqXcMkYK
0

TXT ly.com v=spf1 include:spf.mail.ly.com -all 0

TXT ly.com
_globalsign-domain-verification=e86J8uZgoxbZXmtx-

PtKYuthgLkFRrBm9-Dpo6ND87
0

TXT ly.com RbH/oh7M6JHUQ/3zlZIn5Oq6NNOjLvvnWHa8hebPrtI= 0

TXT ly.com OSSRH-95181 0

TXT ly.com gradle-verification=E0IGOBNUJI8PUCJJ94VSTLMQVJHAG 0

TXT ly.com 04.05.2023 0

TXT ly.com
_globalsign-domain-

verification=VlbGAAKRgEPFtMl_b2MmrHy4hKEdn-6sIbd3vCmaym
0

TXT ly.com 8t1d5fw7qd7mgm787s8jy4tdcnxf8lfx 0

TXT ly.com apple-domain-verification=ow074AaObP1QOH1f 0

TXT ly.com xg3nt8rz4sn6kxmkld83d3b14pc605k4 0

TXT ly.com
_globalsign-domain-

verification=MuGkVMhbdRaQFpCo4qMlsI91tFbrUSdHFHmyrNPlmB
0

TXT ly.com crq5k0n90hpr5jc6yftbm3ygplh8m1vc 0

SOA ly.com ns3.dnsv4.com enterprise2dnsadmin.dnspod.com 1773632946 180

WHOIS REGISTRATION

Registrar DNSPod, Inc.

Registrant Org —

Registrant Country —

Domain Age 11171 days

Created 1995-08-17 04:00:00

Updated 2025-06-09 17:44:38

Expires —

Nameservers



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — suspicious pattern Unknown domain

The domain ly.com is a short, generic TLD with no clear association to major brands or infrastructure. Its age suggests it has been around for

over 30 years, but there are no publicly documented links to malicious activity or known threat campaigns. The domain's simplicity and lack of

distinctive branding make it ambiguous, and it does not match common patterns of reputable or well-known entities.

SCAN EVIDENCE VERDICT

25 /100 MEDIUM RISK

The domain ly.com is an unfamiliar, generic short domain with no known associations to reputable brands or infrastructure. Real-time scan

evidence shows a valid SSL certificate and a clean threat reputation, but the absence of security headers and its relatively young age

(approximately 30 years) combined with the lack of known malicious activity suggest cautiousness. The DNS records and WHOIS data

indicate a standard registration with no immediate red flags, yet the domain's ambiguous profile warrants a moderate risk assessment.

1. Monitor traffic to ly.com for any suspicious activity or unexpected behavior.

2. Implement additional security controls if using this domain in sensitive contexts, such as enforcing strict content security

policies.

3. Consider conducting further reconnaissance or behavioral analysis before trusting or integrating this domain into critical

systems.

4. Keep the domain under periodic review, especially if its usage or threat landscape changes.
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