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https://lotto.com/
72 SUSPICIOUS Al: 35/100 - MEDIUM RISK
/100
Resolved IP: 172.64.151.75 - Server: cloudflare
MALWARE SAFE BROWSING SSL DOMAIN AGE
Clean Clean Valid 11537d

Select

»<LOTTO.COM™ Powerball® Mega Millions® {eiicstata
WELGOME T0 WINEVER
Hey there!
Lotto.com is now live in 12 states! Select a state below and play now!
Arizona Arkansas Colorado
Maine Massachusetts Minnesota
Nebraska New Jersey New York
Ohio Oregon Puerto Rico
MEGA MILLIONS POWERBALL
Estimated jackpot
N i ‘ HTH
101 Million
& Date of results Wednesday, Mar 18, 2026, 03:00 AM B Date of results Tuesday, Mar 17, 2026, 02:59 AM
4 n |a:asum 11n:u4152@x2
THREAT DETECTION
URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 104.18.36.181



SSL CERTIFICATE

Status
Protocol
Cipher Suite
Subject
Issuer

Valid From
Expires
HSTS
OCsP

Key

Serial Number

SANs

VALID
TLSv1.3
TLS_AES_256_GCM_SHA384
lotto.com
WE1 (Google Trust Services)
Mar 12 19:59:16 2026 GMT

Jun 10 20:58:57 2026 GMT (84 days remaining)

Enabled max-age=31536000; includeSubDomains; preload

unknown

ECDSA prime256v1 256 bits

71CT7TEOC6ALCIFOBC13860EF647850108

lotto.com, *.ny.lotto.com, *.lotto.com, *.nj.lotto.com

® HTTP SECURITY HEADERS

Status: 403 Forbidden - Final URL: https://lotto.com/

HEADER

HSTS
X-Content-Type-Options
X-Frame-Options

CSsP

Referrer-Policy

Permissions-Policy

COOP
COEP
CORP

X-XSS-Protection

STATUS VALUE

present max—-age=31536000; includeSubDomains; preload
present nosniff

present SAMEORIGIN

missing

present Ssame-origin

present

present Same—0origin
present require—Ccorp
present Same—0origin

missing




e DNS RECORDS

Type Name Value TTL
A lotto.com 172.64.151.75

A lotto.com 104.18.36.181

MX lotto.com usb-smtp-inbound-2.mimecast.com

MX lotto.com usb-smtp-inbound-1.mimecast.com

NS lotto.com gigi.ns.cloudflare.com

NS lotto.com pranab.ns.cloudflare.com

facebook-domain-

TXT lotto.com
verification=vb7s6dyg4jvx05jub68viyy7wx9zwu

TXT lotto.com apple-domain-verification=nHNvgDXMYsClXgeA

TXT lotto.com MS=ms72071817

TXT lotto.com F7D3F2C531

e Lotto. com google-site-verification=6Roliy_zFMVij3N-
rmxpul5fhaVgfGFZCnGPrORYpTM
v=spfl include:_spf.google.com

TXT lotto.com include:usb._netblocks.mimecast.com include:sendgrid.net
include:mail.zendesk.com -all

TXT lotto.com amazonses :NyuUDcWDk4gz1lhrOcPuK2nQmC6hcDnm/UlpvyS5EqQOxQ=

TXT lotto.com amazonses:rISMu3hCpTy5BbZxoLXfRJN6XzB17FQ0eQEdAICZKNYE=

soa lotto.com gigi.ns.cloudflare.com dns.cloudflare.com 2399143971

Registrar NOM-IQ Ltd dba Com Laude

Registrant Org Lotto.com Inc.

Registrant Country us

Domain Age 11537 days

Created 1994-08-16T04:00:00Z

Updated 2025-11-08T02:15:01Z

Expires 2026-08-15T00:00:00Z

Nameservers gigi.ns.cloudflare.com

pranab.ns.cloudflare.com

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudfiare CDN high Header: server: cloudflare

Vue.js JS Library HTML pattern: data-v-[a-f0-9]



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — likely gambling or entertainment site

lotto.com is a well-known domain historically associated with online lottery and gambling services, often used for legitimate betting platforms.
However, due to its high traffic and brand recognition, it has also been targeted by malicious actors for impersonation or hosting malicious
content. Its age and registration details suggest it is a reputable entity, but the domain's reputation can vary based on regional and operational

context.

SCAN EVIDENCE VERDICT

Based on prior intelligence, lotto.com is an unfamiliar but historically associated with legitimate online gambling services. The real-time scan

shows a well-registered domain with a valid SSL certificate, high-confidence CDN usage, and no immediate redirects or malicious blocklist
flags. However, the domain's unknown reputation and missing security headers like CSP introduce some concern, especially given its
category and potential for impersonation or malicious use. Overall, the evidence suggests moderate risk, warranting cautious monitoring but
not immediate blocking.

1. Implement continuous monitoring of lotto.com for any changes in threat indicators or reputation.

2. Consider deploying additional security headers such as Content Security Policy (CSP) to enhance protection.

3. Verify the legitimacy of the site through manual review or user reports before allowing full access.

4. Keep DNS and SSL configurations under regular review to detect any anomalies or certificate issues.
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