kiwi.com

https://kiwi.com/

66 SUSPICIOUS Al: 25/100 - LOW RISK
/100

Resolved IP: 151.101.3.42 - Server: —

MALWARE SAFE BROWSING SSL DOMAIN AGE
Clean Clean Valid 11438d

Your privacy, your choice

‘When you browse our website, Kiwi.com and our partners will process your data as necessary for our
services to work. By selecting accept, you also agree with the processing of your personal data for

marketing and advertisement purposes, as well as using caokies to do so.
You can find the full list of the cookies used and learn more about how and why we process your
persenal data in our Privacy Pelicy. You can always withdraw your consent through the Privacy Settings
section of our website.

Customize Eokes

Desktop view — kiwi.com

THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 151.101.131.42



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_128_GCM_SHA256

Subject * kiwi.com

Issuer Certainly Intermediate R1 (Certainly)

Valid From Mar 2 10:13:55 2026 GMT

Expires Apr 1 10:13:54 2026 GMT (13 days remaining)
HSTS Enabled max-age=31536000; includeSubDomains
OCSP unknown

Key RSA 2048 bits

Serial Number 78625418BD5CB26EE6DBTFC29B43C037448F

SANs * kiwi.com, kiwi.com



e HTTP SECURITY HEADERS

Status: 200 OK - Final URL: https://www.kiwi.com/en/ - 2 redirects

HEADER STATUS VALUE

HSTS present max-age=31536000; includeSubDomains
X-Content-Type-Options present nosniff

X-Frame-Options missing -

s; default-src 'self'

CSP present upgrade-insecure-reque
https://static.kiwi.com; frame-ancestors 'self'; script-src
'self' 'unsafe-inline' 'unsafe-eval' blob:
https://078d9f6a6dcl.cdn-f.checkouttools.com
https://078d9f6a6dcl.cdnd.forter.com
https://3001.scriptcdn.net https://analytics.skyscanner.net
https://analytics.webgains.io https://applepay.cdn-apple.com
https://appsflyersdk.github.io https://bat.bing-int.com
https://bat.bing.com https://c.seznam.cz

https://cdn.binsiad.com https://cdn.browsiprod.com

https://cdn.maptiler.com https://cdn.mathjax.org
https://cdn.scalapay.com https://cdn.segment.com
https://cdn.speedcurve.com https://cdn.stape.io
https://cdn.viajala.com https://cdnjs.cloudflare.com
https://challenges.cloudflare.com
https://connect.facebook.net https://content.r9cdn.net
https://dl.metabar.ru https://edge.eul.fullstory.com
https://edge.fullstory.com https://gateway.ixopay.com
https://ghsvz.com https://go.linkwi
https://googleads.g.doubleclick.net
https://googletagmanager.com https://infird.com
https://js.braintreegateway.com
https://kiwicom.ixopaysandbox.com https://kiwicom.onelink.me
https://log.banana.kiwi.com https://loox.io

https://lottingem.com https://mainf.global-cache.online

https://mc.yandex.ru https://mstat.

https://0828979.ingest.us.sentry.io

https://pac

>ad2.googlesyndication.com
https://partners.vio.com/Jjs/set-iframe-
height/setIframeHeight.min.js
https://performance.radar.cloudflare.com
https://pme.proquest.com https://pulse.clickguard.com
https://retagro.com https://rs.fullstory.com
https://s2.adform.net https://sc-static.net https://secured-
pixel.com https://stapecdn.com https://static.kyc.red
https://static.userguiding.com https://tags.creativecdn.com
https://trans.xdtsmart.com https://translate.googleapis.com
https://translate.yandex.net https://trx.dgtrk2.com
https://web-sdk.smartlook.com https://www.artfut.com
https://www.dwinl.com https://www.emjcd.com

https: w.gfl85trk.com https://*.google-analytics.com

https: r.googleadservices.com
https://www.googleoptimize.com https://*.googletagmanager.com
https://www.mczbf.com https://www.upsellit.com
https://www.youtube.com https://yastatic.net
https://*.appsflyer.com https://*.checkouttools.com
https://*.cloudfront.net https://*.forter.com
https://*.google.com https://*.infinario.com
https://*.iperceptions.com https://*.kiwi.com
https://*.online-metrix.net https://*.paypal.com
https://*.revolut.com https://*.signifyd.com; worke
self’

r-src
'self' blob: https://*.signifyd.com; style-src '
'unsafe—-inline' data: https:; img-src 'self' blob: data:
https:; font-src 'self' data: https:; object-src 'none';

base-uri 'self'; form-action 'self' https:; frame-src 'self'

https:; connect-src 'self' data: blob: https:



HEADER

Referrer-Policy
Permissions-Policy
COOP

COEP

CORP

X-XSS-Protection

STATUS

missing

missing

present

missing

missing

missing

VALUE

wss://cdnO.forter.com; manifest-src 'self' https://kiwi.com
https://*.kiwi.com; media-src data: https://*.kiwi.com
https://*.fe-cloudrun.kiwi.com https://audiocdn.lingualeo.com

https://cdn8.forter.com; report-to report-api;

same-origin-allow-popups



e DNS RECORDS

Type

A

A

NS

NS

NS

NS

TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT

TXT

TXT

TXT
TXT
TXT

TXT

TXT

TXT
TXT
TXT
TXT

TXT

Name

kiwi.

kiwi

kiwi.

kiwi.

kiwi.

kiwi.

kiwi.

kiwi

kiwi

kiwi.

kiwi.

kiwi.

kiwi.

kiwi.

kiwi

kiwi

kiwi.

kiwi.

kiwi.

kiwi.

kiwi.

kiwi

kiwi

kiwi.

kiwi.

kiwi.

kiwi.

kiwi.

kiwi.

kiwi

kiwi.

kiwi.

kiwi.

kiwi.

kiwi

com

. com

com

com

com

com

com

. com

. com

com

com

com

com

com

. com

. com

com

com

com

com

com

. com

. com

com

com

com

com

com

com

. com

com

com

com

com

.com

Value TTL

151.101.3.42

151.101.195.42

151.101.67.42

151.101.131.42

alt3.aspmx.l.google.com

alt4.aspmx.l.google.com

altl.aspmx.l.google.com

aspmx.l.google.com

alt2.aspmx.l.google.com

ns-cloud-c4.googledomains.com

ns-cloud-cl.googledomains.com

ns-cloud-c2.googledomains.com

ns—-cloud-c3.googledomains.com

OSSRH-84018

google-site-verification=8Bt_wzakllZxaWsl6pELWMHGOC3hO90RNJIJQvPHwbgx4

google-site-verification=5p5zmxyEHtXX7XyJnkoM7dfuSCHUHV1hmUO-Y8H4710o

google-site-verification=x1HSN4n5--mz476P7ugpY¥2xxgPELOleGzfubYpoI6lk

mixpanel-domain-verify=29bb57fe-cb98-4303-973a-3e4129155e08

google-site-verification=hUd_2qgpSj50VrgYCdD7GGjsYXsGx905gqPdZLTY1S6zC

v=spfl include:tmp-spf.kiwi.com ~all

notion-domain-verification=ywgBxKWtBVKkkPQE8cFCdANHSr4eryF6Ief0G1FJdMoF

MS=ms94610270

google-site-verification=QncoGFtxHaTKickQSpdNoBrOnMg5f9WsStFxDsCZefol

google-site-verification=L6yAc_1lczJLHMuzZTR2hhQJifVijBmkFYgzM1rJQOpho

atlassian-domain-—

verification=09726H3xXjF1zfRIMTE7tbdkryQal8XPMCmKVVemRwgZpXEoYrOL1iFQ/ibdKyHu

mailru-verification: a75£36299595e00a

google-site-verification=8WuGnhoXGME8b34bkWUgln7IPg9ucU3JpeZFJvidWVyg

miro-verification=e2124d181e4£29c9f66£d84e0099%a2adeb6la2ech

docusign=18596426-6b5b-4624-8d08-ec8ldclfe2fb

atlassian-domain-—

verification=UEW7mLvm33hEJAocaflcGHkgRIeEVRgp2KLaQebl136/BCueRkvkat56/ghgClKpwK

openai-domain-verification=dv-E5LLSHr2yJRP5MeHRlaLLWgd

google-site-verification=kPCx5UW107NENsrYJEbqwOjmDi7PvUaE3AUe2jslEuY

openai-domain-verification=dv-NBJ0Z8BIcUDsRYJ1KJohgKiy

northpass-domain-verification=a67d03bldcc2e0ea289c709£329549e3

facebook-domain-verification=pk4sjaa3xnhejgwe755uyfuelfw2ms



Type Name Value TTL

TXT kiwi.com google-site-verification=jCRNxVC4RxIHftCEoH3W7TFDkJ3a3ULIZLSMGumUkho
TXT kiwi.com google-site-verification=KndsZ-yTeIXjJ-MS5dATh_xBrs3-gNB2fJHO0iipYh74
TXT kiwi.com google-site-verification=1-clc0zuSeC_nUBwSsV4pnvp82STgWplKhtdLrIJNLCg
TXT kiwi.com google-site-verification=IzSR5QFnaUsLb5g84hR30imdyNFyg-FI9s0ojfYOzeZk
TXT kiwi.com cursor-domain-verification-rasqd2=4MhfjN2WFKKIWRSdfdoWGknud

Registrar MarkMonitor, Inc.

Registrant Org Kiwi.com s.r.o

Registrant Country Cz

Domain Age 11438 days

Created 1994-11-23T05:00:00+0000

Updated 2026-03-11T17:13:05+0000

Expires 2034-05-21T04:18:33+0000

Nameservers ns-cloud-c2.googledomains.com

ns-cloud-c3.googledomains.com
ns-cloud-c4.googledomains.com
ns-cloud-c1.googledomains.com

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Next.js Framework medium HTML pattern: __next



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Travel booking platform Recognized entity

kiwi.com is a well-established online travel agency specializing in flight bookings, recognized globally and associated with a reputable brand.
Its domain has been active for over 30 years, with no known history of malicious activity or association with threat infrastructure. The domain's

registration details and infrastructure are consistent with legitimate commercial use.

SCAN EVIDENCE VERDICT

/100 LOW RISK

The domain kiwi.com is a well-established, reputable travel booking platform with a long history and no known malicious associations, aligning
with prior intelligence. The real-time scan confirms its legitimacy through valid SSL, proper DNS records, and absence from major blocklists.
While some HTTP security headers are missing, these are common for commercial sites and do not indicate malicious intent. Overall, the
evidence supports a trustworthy assessment consistent with prior knowledge.

1. Continue monitoring for any future blocklist or threat intelligence updates.
2. Consider implementing additional security headers like X-Frame-Options and Referrer-Policy for enhanced security.
3. Maintain SSL certificate renewal and ensure HSTS remains properly configured.

4. Verify DNS records periodically to confirm no unauthorized changes.

URLScanner.online — Automated Security Report Generated 18/03/2026, 19:02:12



