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SAFE AI: 90/100  ·  LOW RISK

Resolved IP: 104.18.37.214  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

Unknown

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.18.37.214

SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject *.groww.in

Issuer Go Daddy Secure Certificate Authority - G2 (GoDaddy.com, Inc.)

Valid From Mar 11 07:42:51 2025 GMT

Expires Apr 12 07:42:51 2026 GMT (24 days remaining)

HSTS Enabled  max-age=15552000; includeSubDomains

OCSP unknown

Key RSA 2048 bits

Serial Number 243AB3C0636BE2A8

SANs *.groww.in, groww.in

94
/100



HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://groww.in/

HEADER STATUS VALUE

HSTS present max-age=15552000; includeSubDomains

X-Content-Type-Options present nosniff

X-Frame-Options present sameorigin

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection present 1;mode = block



DNS RECORDS 29 records

Type Name Value TTL

A groww.in 104.18.37.214 299

A groww.in 172.64.150.42 299

AAAA groww.in 2a06:98c1:310b::ac40:962a 299

AAAA groww.in 2a06:98c1:310b::6812:25d6 299

MX groww.in mailstream-central.mxrecord.mx 0

MX groww.in mailstream-east.mxrecord.io 0

MX groww.in mailstream-west.mxrecord.io 0

MX groww.in mailstream-bom.mxrecord.mx 0

MX groww.in mailstream-eu1.mxrecord.io 0

NS groww.in nicole.ns.cloudflare.com 0

NS groww.in norm.ns.cloudflare.com 0

TXT groww.in atlassian-sending-domain-verification=1d7d2b44-bb13-4c6d-9feb-08f8545a73ec 0

TXT groww.in google-site-verification=7mLwg1KFCox4VKJPEQYBXoeHrLmRIdBCYXWkAS_Uquc 0

TXT groww.in google-site-verification=cA1j8a8_YOMPrBu7TzZXxV5YidfLT3pYlLMxFD3K4NI 0

TXT groww.in google-site-verification=3KKFQG3AnhErTyzUhGuU7DHMw6nKIKDgTc7nXssyoD8 0

TXT groww.in
atlassian-domain-

verification=QfVvV7tZFhcA3GwptGVjFXOWkwCgUOzfH00i76AwiJoIzBYhOUaf2LEcnp9einlK
0

TXT groww.in google-site-verification=5bUtEhXgtdbe-WCPa7V67pISrhDzC9BrXMfvdKl6Lx8 0

TXT groww.in cursor-domain-verification-8859j6=4LbKM6HeTmWluoLcorabWpkKw 0

TXT groww.in google-site-verification=1O4eMzeyGzDDseNabRFpT6fZ1YpCLuwMBtoqGtF2fs0 0

TXT groww.in docker-verification=3653105b-c28a-40e8-ba8f-748ccd2c6db5 0

TXT groww.in apple-domain-verification=mDF91FPzw9iUhG2U 0

TXT groww.in openai-domain-verification=dv-KUl8cgsmxmO0vfpqzxbIOW0h 0

TXT groww.in globalsign-domain-verification=b2KQHJv_EgOzzpBnexRGxtUoFcw2JcX3kAsUYjcecA 0

TXT groww.in
v=spf1 include:amazonses.com include:ncapp02.com include:_spf.google.com

ip4:34.93.185.212 ip4:35.200.159.173 -all
0

TXT groww.in MS=ms30429469 0

TXT groww.in slack-domain-verification=VkuXLNBPXeAC6SuMBnunq20VXQQkds65t9P5T3ZL 0

TXT groww.in gi1rm62jrie68eg5m6evngnkdv 0

TXT groww.in google-site-verification=kXfHkvJ7x1WRG69-bVxiurU3jqECrHVmSaJnPvhq288 0

SOA groww.in nicole.ns.cloudflare.com dns.cloudflare.com 2398887747 1800

WHOIS REGISTRATION

Error: getaddrinfo ENOTFOUND whois.registry.in



TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

Next.js Framework medium HTML pattern: __next

WordPress CMS medium HTML pattern: wp-content

React JS Library medium HTML pattern: data-reactroot

Google Analytics Analytics medium HTML pattern: google-analytics\.com

Facebook Pixel Analytics medium HTML pattern: connect\.facebook\.net

AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Financial services Recognized entity

groww.in is a well-known Indian online investment platform offering mutual funds and financial products, recognized as a legitimate financial

services provider. Its domain aligns with a reputable brand, and there are no indications of malicious activity associated with it in threat

intelligence sources.

SCAN EVIDENCE VERDICT

90 /100 LOW RISK

Based on prior intelligence, groww.in is a well-established, trusted Indian financial services platform with no known malicious activity. The

real-time scan confirms a secure setup with valid SSL, HSTS, and no redirects, aligning with its reputable profile. The absence of critical

security headers like CSP is typical for a large, trusted site and does not indicate malicious intent. Threat intelligence sources show no

blocklist flags, further supporting its legitimacy.

1. Maintain regular security audits to ensure SSL certificates and headers remain properly configured.

2. Monitor for any future blocklist flags or security alerts, given the domain's high profile.

3. Ensure that security headers like CSP and Referrer-Policy are implemented to enhance security posture.
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