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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 172.66.164.157  ·  Server: AkamaiGHost

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

8865d

Desktop view — g2a.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.20.21.201

87
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject g2a.com

Issuer WE1 (Google Trust Services)

Valid From Mar 4 00:10:24 2026 GMT

Expires Jun 2 01:10:21 2026 GMT (75 days remaining)

HSTS Not set

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number B6A4B13A39914BF11192CE0366534324

SANs g2a.com, *.g2a.com

HTTP SECURITY HEADERS

Status: 403 Forbidden  ·  Final URL: https://www.g2a.com/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options missing —

X-Frame-Options missing —

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 41 records

Type Name Value TTL

A g2a.com 172.66.164.157 299

A g2a.com 104.20.21.201 299

MX g2a.com g2a-com.mail.protection.outlook.com 0

NS g2a.com fay.ns.cloudflare.com 0

NS g2a.com bob.ns.cloudflare.com 0

TXT g2a.com bspp26fkg05fjx8zthkng890rbs5g2jv 0

TXT g2a.com MS=ms10429981 0

TXT g2a.com
atlassian-domain-

verification=TfQRMPa/2euRfJOCh6GMbMfJJzZIaVACgNCya6pSt1V9LFJTiARuG5R5J4T9y59U
0

TXT g2a.com synerise-domain-verification=43a6f3c4-0640-46a6-9b96-ee17ef4b2ef7 0

TXT g2a.com pt8pj3y88x59pl7w117nw6gv26hbwhqv 0

TXT g2a.com ppe-066624539bcb4427bc46 0

TXT g2a.com cursor-domain-verification-9da6pg=BwuFkuv4KUvCZyOcrJmMo0zxM 0

TXT g2a.com spp6760cgnh1njh6qbqmh2zh9ypl6gkw 0

TXT g2a.com lovable_verification=817g7lr2KdWHaLSdeLOr 0

TXT g2a.com google-site-verification=F9Ia6XRLigIWd2m-4acfcJ1oHc-ogv_ZvuljBOgkg-E 0

TXT g2a.com google-site-verification=TLeu3Yd2I6MIS5CKjqk-5OUukt4acduo3dB5_3_Xy1A 0

TXT g2a.com google-site-verification=264ez58YfaHV6LiQ7XYoZAF623KwXoXfNn8VjAjutvs 0

TXT g2a.com

v=spf1 mx include:sendgrid.net ip4:167.89.34.30 ip4:167.89.66.219

ip4:208.117.52.163 ip4:50.31.33.140 ip4:50.31.33.141 ip4:74.63.202.239

include:spf.protection.outlook.com ip4:185.38.248.0/26 ip4:188.68.242.32/27

ip4:188.68.246.160/27 ip4:213.133.99.132 ip4:94.130.86.124 ip4:104.41.231.216

ip4:185.201.70.0/24 include:_spf.mlsend.com -all

0

TXT g2a.com google-site-verification=QnJDNh6SB-Q7qozcWgpKXxsOk5667srAC2Fxnguu5K0 0

TXT g2a.com apple-domain-verification=dtSgz7yaAfuvLh6t 0

TXT g2a.com bw=uOrN+01U2miUidfdn2gnt9A6/uMiCA9yigO4dSK2P2qc 0

TXT g2a.com 3jyrh7rmybjb90x4pv2y7bvxpk047mw9 0

TXT g2a.com google-site-verification=Q6ekp7k7GstQt6-ji8hvRytplpk2M0aivRRTzuzlGA8 0

TXT g2a.com MS=ms51128482 0

TXT g2a.com google-site-verification=laUGvzjNb4r-UE0nhZRTQOZzJNpguJ0g_8wqQN00iBs 0

TXT g2a.com _qerr7yd6ztb18r36pglwf74eau4hgza 0

TXT g2a.com _gb6cdfo5oiipoqja0inulom86u26myu 0

TXT g2a.com google-site-verification=cGLkdlcQ_akHxS3CXe7W8YU3ERBxHqHjsEzVdbe769I 0

SOA g2a.com bob.ns.cloudflare.com dns.cloudflare.com 2399120293 1800

CAA g2a.com 0 ssl.com 0

CAA g2a.com 0 ssl.com 0

CAA g2a.com 0 letsencrypt.org 0

CAA g2a.com 0 amazon.com 0

CAA g2a.com 0 comodoca.com 0



Type Name Value TTL

CAA g2a.com 0 digicert.com; cansignhttpexchanges=yes 0

CAA g2a.com 0 pki.goog; cansignhttpexchanges=yes 0

CAA g2a.com 0 digicert.com; cansignhttpexchanges=yes 0

CAA g2a.com 0 securityreports@g2a.com 0

CAA g2a.com 0 letsencrypt.org 0

CAA g2a.com 0 pki.goog; cansignhttpexchanges=yes 0

WHOIS REGISTRATION

Registrar GoDaddy.com, LLC

Registrant Org Domains By Proxy, LLC

Registrant Country US

Domain Age 8865 days

Created 2001-12-09T14:36:18Z

Updated 2024-05-20T03:28:38Z

Expires 2029-12-09T14:36:18Z

Nameservers bob.ns.cloudflare.com

fay.ns.cloudflare.com

AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED E-commerce platform Recognized entity

g2a.com is a well-known online marketplace primarily for digital game keys and software. It is a recognized brand with a long-standing

presence in the e-commerce sector, registered through GoDaddy and operating from the US. There are no indications from historical threat

data linking it to malicious activities or infrastructure abuse.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

Based on prior intelligence, g2a.com is a well-established and trusted e-commerce platform with no historical threat indicators. The real-time

scan confirms its legitimacy, showing a valid SSL certificate from a reputable issuer, proper DNS records, and no active threats flagged by

blocklists. Although the HTTP response lacks security headers like HSTS, this is a common omission for large commercial sites and does not

indicate malicious intent. Overall, the evidence aligns with the trusted profile, supporting a safe verdict.

1. Maintain monitoring for any future threat intelligence updates related to g2a.com.

2. Consider implementing security headers such as HSTS and CSP to enhance security posture.

3. No immediate action required; continue regular security assessments.
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