freeconvert.com

https://freeconvert.com/

94 SAFE Al: 85/100 - LOW RISK

/100
Resolved IP: 172.66.167.118 - Server: cloudflare

SSL DOMAIN AGE

Valid 7279d

MALWARE SAFE BROWSING

Clean Clean

Welcome

This site asks for consent to use your data

Personalised advertising and content, advertising and cantent

s
= audience research

LG store and/or access information on a device

~  Leammore

Your personal data will be pracessed and information from your device
(cookies, unique identifiers, and other device data) may be stored by,
accessed by and shared with 210 partners, or used specifically by this site. We
and our partners may use precise geolocation data. List of partners.

Some vendors may process your personal data on the basis of legitimate
interest, which you can object to by managing your options below. Lok for a
link at the bottom of this page o in the site menu to manage or withdraw
consent in privacy and cookie settings.

Desktop view — freeconvert.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.20.25.105



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject freeconvert.com

Issuer WE1 (Google Trust Services)

Valid From Jan 6 01:59:53 2026 GMT

Expires Apr 6 02:59:36 2026 GMT (18 days remaining)
HSTS Enabled max-age=31536000; includeSubDomains; preload
OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 528131B9B936EE1C11016359D3D013E6

SANs freeconvert.com, jenkins.freeconvert.com

® HTTP SECURITY HEADERS

Status: 200 OK - Final URL: https://www.freeconvert.com/

HEADER STATUS VALUE

HSTS present max-age=31536000;
X-Content-Type-Options present nosniff

X-Frame-Options present DENY

CSP present frame-ancestors 'none';
Referrer-Policy missing

Permissions-Policy missing

COOP missing

COEP missing -

CORP missing -

X-XSS-Protection missing -



e DNS RECORDS

Type Name Value TTL
A freeconvert.com 172.66.167.118

A freeconvert.com 104.20.25.105

AAAA freeconvert.com 2606:4700:10::ac42:a776

AAAA freeconvert.com 2606:4700:10::6814:1969

MX freeconvert.com route2.mx.cloudflare.net

MX freeconvert.com routel.mx.cloudflare.net

MX freeconvert.com route3.mx.cloudflare.net

NS freeconvert.com bethany.ns.cloudflare.com

NS freeconvert.com jaime.ns.cloudflare.com

ahrefs-site-

TXT freeconvert.com
verification_b222cdd70c643e91bf79843£f034£f9bd1a5641d4b70£96£6848752a4d2c088dd6

TXT freeconvert.com google-site-verification=Xfl_K5SpEy_UoITFalOGOgmnX8GJ2GjTec5e9GYiwgY

TXT freeconvert.com v=spfl include:_spf.mx.cloudflare.net include:mailgun.org ~all

TXT freeconvert.com MS=ms84935156
ahrefs-site-

TXT freeconvert.com
verification_6172549bc0f7db43a4354fa866£ff8a94f164b56ac35a495c35536a6ccl9a891d

soa freeconvert.com bethany.ns.cloudflare.com dns.cloudflare.com 2399343490

CAA freeconvert.com 0 amazontrust.com

CAA freeconvert.com 0 letsencrypt.org

CAA freeconvert.com 0 ssl.com

CAA freeconvert.com 0 amazon.com

CAA freeconvert.com 0 comodoca.com

CAA freeconvert.com 0 amazon.com

CaAA freeconvert.com 0 amazontrust.com

CAA freeconvert.com 0 amazonaws.com

Caa freeconvert.com 0 awstrust.com

CAA freeconvert.com 0 amazonaws.com

CAA freeconvert.com 0 ssl.com

CAA freeconvert.com 0 digicert.com; cansignhttpexchanges=yes

CAA freeconvert.com 0 awstrust.com

CAA freeconvert.com 0 letsencrypt.org

CAA freeconvert.com 0 digicert.com; cansignhttpexchanges=yes

CAA freeconvert.com 0 pki.goog; cansignhttpexchanges=yes

CAA freeconvert.com 0 pki.goog; cansignhttpexchanges=yes

CAA freeconvert.com 0 comodoca.com



® WHOIS REGISTRATION

Registrar NAMECHEAP INC

Registrant Org Privacy service provided by Withheld for Privacy ehf
Registrant Country IS

Domain Age 7279 days

Created 2006-04-13T17:38:04.00Z

Updated 2020-02-17T03:56:17.09Z

Expires 2029-04-13T17:38:04.00Z

Nameservers bethany.ns.cloudflare.com

jaime.ns.cloudflare.com

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudfiare CDN high Header: server: cloudflare

Django Framework high Header: x-frame-options: DENY

Vue.js JS Library HTML pattern: data-v-[a-f0-9]

Google Analytics Analytics HTML pattern: googletagmanager\.com
Google Tag Manager Tag Manager HTML pattern: googletagmanager\.comVgtm\.js

® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED File conversion service / Cloud utility

freeconvert.com is a well-known online file conversion platform used by individuals and businesses for converting various document, image,
and media formats. It has been operational for many years and is associated with legitimate cloud-based services. No known malicious

associations or abuse reports are publicly linked to this domain.

SCAN EVIDENCE VERDICT

/100 LOW RISK

The domain freeconvert.com is a well-established, trusted file conversion service with a long registration history and no known malicious

associations. The real-time scan confirms a valid SSL certificate, proper security headers, and no blocklist flags, aligning with its reputation.
While some headers are missing, these are minor and typical for such services. Overall, the evidence strongly supports that this domain is
legitimate and safe.

1. Maintain routine monitoring for any future reputation changes or emerging threats.
2. Ensure that security headers like Referrer-Policy and Permissions-Policy are implemented to enhance security posture.
3. Continue to verify SSL certificate validity periodically, especially as expiration approaches.

4. No immediate action required; the domain appears safe based on current evidence.




URLScanner.online — Automated Security Report Generated 18/03/2026, 19:26:16



