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62 SUSPICIOUS Al: 25/100 - MEDIUM RISK
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Resolved IP: 104.26.3.128 - Server: cloudflare
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THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 104.26.3.128



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject freecash.com

Issuer WE1 (Google Trust Services)

Valid From Feb 9 13:08:12 2026 GMT

Expires May 10 14:08:10 2026 GMT (52 days remaining)

HSTS Not set

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 88AE6AC97053F532110218213ECA937E

SANs freecash.com, *.freecash.com

Status: 302 Found - Final URL: https://freecash.com/ - 10 redirects

HEADER STATUS VALUE

HSTS missing -

X-Content-Type-Options missing

X-Frame-Options missing

CSP present frame-ances s https://offers.monlix.com
https://freecash.com

Referrer-Policy missing -

Permissions-Policy missing -

COOP missing -

COEP missing -

CORP missing

X-XSS-Protection missing



e DNS RECORDS

Type Name Value TTL
A freecash.com 104.26.3.128

A freecash.com 172.67.69.48

A freecash.com 104.26.2.128

AAAA freecash.com 2606:4700:20::ac43:4530

AAAA freecash.com 2606:4700:20::681a:380

AAAA freecash.com 2606:4700:20::681a:280

MX freecash.com smtp.google.com

NS freecash.com molly.ns.cloudflare.com

NS freecash.com ridge.ns.cloudflare.com

google-site-

TXT freecash.com
verification=xTwSJcttog8yYUkOyHiQE18_ 2GASkqctPWVTArN5-18
tiktok-developers-site-
TXT freecash.com
verification=9L08jg5vA0jIALF5KxP2vEDDQERUIMKQ
TXT freecash.com v=spfl include:_spf.google.com ~all
TXT freecash.com google-gws—-recovery-domain-verification=52274949
google-site—
TXT freecash.com
verification=Yfrcr2nzrO7A_mmuMVngMdivZt91QQeu67eJhU%IA4
google-site-verification=qL-2wN6zK78kZHX7U2R8-5_3ywv—
TXT freecash.com
iR_APM9cjToI_h4d
SOA freecash.com molly.ns.cloudflare.com dns.cloudflare.com 2399327210
® WHOIS REGISTRATION
Registrar NAMECHEAP INC
Registrant Org Privacy service provided by Withheld for Privacy ehf
Registrant Country IS
Domain Age 9914 days
Created 1999-01-25T05:00:00.00Z
Updated 2025-11-15T17:21:41.49Z
Expires 2031-01-25T05:00:00.00Z
Nameservers molly.ns.cloudflare.com

ridge.ns.cloudfiare.com

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudfiare CDN high Header: server: cloudflare

Express Framework high Header: x-powered-by: Express



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — suspicious pattern

The domain freecash.com is not recognized as a major brand, public service, or reputable infrastructure. lts name suggests a possible
association with online earning or reward schemes, which are often exploited for malicious purposes. The domain's age indicates it has been
around for a long time, but without additional context, it remains ambiguous and potentially suspicious.

/A Name suggests potential for scam or reward scheme

A\ Lack of association with known reputable entities

A\ Potential for misuse in fraud or phishing campaigns

SCAN EVIDENCE VERDICT

The domain freecash.com is unfamiliar and lacks recognition as a reputable entity, aligning with prior intelligence suggesting potential

suspicion. The real-time scan confirms multiple red flags: a long redirect chain leading back to the same domain, missing security headers
such as HSTS and X-Content-Type-Options, and a relatively young domain age despite a lengthy registration. While it is not flagged on major
blocklists, the combination of suspicious patterns and lack of established reputation indicates a moderate risk, consistent with known red flags
for reward or scam schemes.

1. Avoid interacting with the site until further verification of its legitimacy.

2. Conduct additional research into user reviews or reports related to freecash.com.

3. Implement monitoring for any user reports or malicious activity associated with this domain.

4. Consider blocking or flagging the domain in security controls due to its suspicious redirect behavior and missing security
headers.
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