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SAFE AI: 88/100  ·  LOW RISK

Resolved IP: 104.18.176.199  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

10645d

Desktop view — fragrancenet.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.17.223.195

93
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject fragrancenet.com

Issuer WE1 (Google Trust Services)

Valid From Mar 11 06:59:37 2026 GMT

Expires Jun 9 07:59:29 2026 GMT (82 days remaining)

HSTS Enabled  max-age=15552000; preload

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number DA618AAF9AFACDFA11F6CA5CEF6B1944

SANs fragrancenet.com, *.fragrancenet.com

HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://www.fragrancenet.com/

HEADER STATUS VALUE

HSTS present max-age=15552000; preload

X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP missing —

Referrer-Policy present strict-origin-when-cross-origin

Permissions-Policy present geolocation=(), microphone=(), camera=()

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 22 records

Type Name Value TTL

A fragrancenet.com 104.18.176.199 299

A fragrancenet.com 104.17.223.195 299

MX fragrancenet.com us-smtp-inbound-1.mimecast.com 0

MX fragrancenet.com us-smtp-inbound-2.mimecast.com 0

NS fragrancenet.com brenda.ns.cloudflare.com 0

NS fragrancenet.com woz.ns.cloudflare.com 0

TXT fragrancenet.com
slack-domain-

verification=pyS73L5xknqZrHnEqX3qyKbqzr3ISLic1BsTHb38
0

TXT fragrancenet.com mbxl80rxlxbj5slm1nby7186jj310f5x 0

TXT fragrancenet.com _lf2zt0zyp2eh2hf2bypo6zl1qk12j4b 0

TXT fragrancenet.com
knowbe4-site-

verification=2e60923d28030e746df660e7ad860485
0

TXT fragrancenet.com
google-site-

verification=aRcMHc3lEpTO8ta7iPeoolB1L6atOsBEriyWox1QPWU
0

TXT fragrancenet.com yhb9p2vyjbs3cz9qqf9r10jpnc20dlg6 0

TXT fragrancenet.com khzqbz1xt65vzgfmpkcqlt7c5nkvslzt 0

TXT fragrancenet.com
pinterest-site-

verification=2f82b825e754ff9772639f458cc63160
0

TXT fragrancenet.com 80v1bygv1cg56mgk5n4j0r6zwtrbccwm 0

TXT fragrancenet.com
google-site-verification=r8pSmldfdSYhqkxS4e0CnvuuY72-

vL4cGU_oSiOdack
0

TXT fragrancenet.com 2tlkyfr1sz3fkkkp22ylhvnqyw8r5fn5 0

TXT fragrancenet.com
google-site-

verification=j3wMMTjIyx6VtqdTBOguFz2cnKVjHRjCS-p7zRenJAc
0

TXT fragrancenet.com

v=spf1 ip4:23.253.225.71 ip4:54.243.206.210 mx a

include:_netblocks.mimecast.com include:amazonses.com -

all

0

TXT fragrancenet.com 049h70c4pg0nygk52f6m00jz4crwdyqj 0

TXT fragrancenet.com apple-domain-verification=LOcRDr7jxWTWFuqO 0

SOA fragrancenet.com brenda.ns.cloudflare.com dns.cloudflare.com 2398701689 1800



WHOIS REGISTRATION

Registrar MarkMonitor, Inc.

Registrant Org TeleScents, Inc.

Registrant Country US

Domain Age 10645 days

Created 1997-01-24T05:00:00+0000

Updated 2024-06-26T19:58:24+0000

Expires 2031-01-25T05:00:00+0000

Nameservers woz.ns.cloudflare.com

brenda.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

jQuery JS Library medium HTML pattern: jquery[.\-\/][\d]

Bootstrap CSS Framework medium HTML pattern: bootstrap\.min\.(css|js)

Google Analytics Analytics medium HTML pattern: googletagmanager\.com

Google Tag Manager Tag Manager medium HTML pattern: googletagmanager\.com\/gtm\.js

AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED E-commerce / Fragrance Retailer Recognized entity

fragrancenet.com is a well-established online retailer specializing in fragrances and beauty products, recognized as a legitimate commercial

entity with a long operational history. Its registration through MarkMonitor, a known brand protection registrar, further supports its legitimacy.

There are no indications from historical threat data linking it to malicious activities or infrastructure used for cyber threats.

SCAN EVIDENCE VERDICT

88 /100 LOW RISK

The domain fragrancenet.com is a well-established, trusted e-commerce retailer with a long registration history and verified legitimacy. The

real-time scan evidence shows a valid SSL certificate, proper security headers (including HSTS), and no indications of malicious activity or

blocklist flags, aligning with prior intelligence. The absence of critical security headers like CSP is typical for commercial sites and does not

raise significant concern. Overall, the evidence confirms the domain's trusted status, with no red flags detected.

1. Maintain routine security monitoring, but no immediate action is necessary.

2. Consider implementing additional security headers such as Content Security Policy (CSP) to enhance protection.

3. Verify that SSL certificates are renewed before expiration to ensure ongoing secure communications.

4. Continue to monitor blocklist and threat intelligence feeds for any future changes.
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