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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 151.101.1.224  ·  Server: DataDome

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

8076d

Desktop view — etsy.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 151.101.129.224

87
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.2

Cipher Suite ECDHE-RSA-AES128-GCM-SHA256

Subject *.etsystatic.com

Issuer GlobalSign Atlas R3 DV TLS CA 2025 Q4 (GlobalSign nv-sa)

Valid From Nov 3 15:09:45 2025 GMT

Expires Dec 5 15:09:44 2026 GMT (261 days remaining)

HSTS Not set

OCSP unknown

Key RSA 2048 bits

Serial Number 012D73862604A4F34E9614BD291AA888

SANs *.etsystatic.com, api-origin.etsy.com, api.etsy.com, m.etsy.com, openapi.etsy.com, www.etsy.com,

etsy.com, openapi-staging.etsy.com

HTTP SECURITY HEADERS

Status: 403 Forbidden  ·  Final URL: https://www.etsy.com/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options missing —

X-Frame-Options missing —

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 40 records

Type Name Value

A etsy.com 151.101.1.224

A etsy.com 151.101.129.224

A etsy.com 151.101.193.224

A etsy.com 151.101.65.224

MX etsy.com aspmx.l.google.com

MX etsy.com alt1.aspmx.l.google.com

MX etsy.com alt2.aspmx.l.google.com

MX etsy.com aspmx2.googlemail.com

MX etsy.com aspmx3.googlemail.com

NS etsy.com ns-1264.awsdns-30.org

NS etsy.com dns3.p03.nsone.net

NS etsy.com ns-162.awsdns-20.com

NS etsy.com dns1.p03.nsone.net

TXT etsy.com jamf-site-verification=lUaUDNLb-GDzmbIbaCg_lg

TXT etsy.com monday-com-verification=bG-_DMl97UjUXdEr36_aoOlymHnNMGiZ9z_UM8h7t20

TXT etsy.com bugcrowd-verification=460ceee75155fa4965c62123bc9cd182

TXT etsy.com lucidlink-verification=HYZGQ2NMESYDAVG1GR5EJX21Z0

TXT etsy.com facebook-domain-verification=j81l6m6391dika9nlbuh2c8ji9nhye

TXT etsy.com stripe-verification=fe491048e654bcc35d8f194964540604a3a4108e3191ffd27a9ea4c232d5bcf1

TXT etsy.com MS=61C0D53B132406B96613AF941D1FFB83A6CFCD73

TXT etsy.com pinterest-site-verification=b92965d84ebb1103548fbd23e39baf66

TXT etsy.com adobe-idp-site-verification=1858581c5ab657f77e067d14de03dd297c85f0b6b2916dbe0adeca4fac539e6b

TXT etsy.com docker-verification=40052c18-7a84-4d01-a294-9fed0866066e

TXT etsy.com MS=ms91667443

TXT etsy.com datadome-domain-verify=BNtk7vonAvB8fhBLjp0E2orOzns71WB1

TXT etsy.com atlassian-domain-verification=cMcfcaBm3JNaxKiO2fok5oOn20qbqxLmjQdFrsLV25SQj8l5hTkX/pb21NqLPLP0

TXT etsy.com openai-domain-verification=dv-kBkaf6OFwgohxPZc4YIjOD6t

TXT etsy.com miro-verification=31250d3fe2c000cf1f892588d27dcf9eeb6afdd8

TXT etsy.com stripe-verification=660c4cdde58756c254bc46c26b92b6232ebc140156e6d2ba74cbb988b283b5ae

TXT etsy.com
wrike-

verification=NDMwNDc4NDo3YzVlMGVmM2RhZGU0NjRkZTIxZTBjYmU5Mjc2NGZmODRmNzVhMDc2NjRmMTI0NThhYzlhZTdhMzhk

TXT etsy.com onetrust-domain-verification=9f4716cb45f046429764b34174392ce2

TXT etsy.com

v=spf1 ip4:66.3.159.0/24 ip4:192.147.0.0/24 ip4:173.46.67.72/29 ip4:192.147.1.0/24 ip4:38.106.64.0/24

ip4:38.76.1.0/24 ip4:38.76.2.0/24 ip4:162.220.28.32/27 ip4:162.220.28.64/28 ip4:208.74.204.0/22

ip4:46.19.168.0/23 include:servers.mcsv.net include:mail.zendesk.com include:amazonses.com

include:_netblocks.google.com include:_netblocks2.google.com include:_netblocks3.google.com a:web.q4p

include:cvent-planner.com include:mail.clinchtalent.com include:spf.redpoints.com -all

TXT etsy.com fastly-domain-delegation-svi5ebiqbg4tbn-20251029

TXT etsy.com _globalsign-domain-verification=xfkrv3yRwA5GGm0E4l5RlcNKTqVD8KAYsYdCYTBMF0



Type Name Value

TXT etsy.com stripe-verification=5e8773ee85575b784fc2a6868da2b17b165e2e59f62d067f77bfd40c0ad5cdc5

TXT etsy.com apple-domain-verification=qgAwoHpdlhEv-3QiQ3G11S5xHj60JbTSzecxszntlvo

TXT etsy.com segment-site-verification=qK8Hs2slX9yMAAiKpgMoNP6bJCKq0cqQ

TXT etsy.com google-site-verification=mpVLpWjH_tjbc5eK6pmVTZjq4xmHhzoE3crE0rKFULs

TXT etsy.com cursor-domain-verification-vyqnwm=JyRGj2Bcnbk8QqNAclaAE8mHY

SOA etsy.com ns-162.awsdns-20.com awsdns-hostmaster.amazon.com 1

WHOIS REGISTRATION

Registrar MarkMonitor, Inc.

Registrant Org Etsy, Inc.

Registrant Country US

Domain Age 8076 days

Created 2004-02-05T23:50:06+0000

Updated 2025-01-04T11:50:58+0000

Expires 2027-02-05T00:00:00+0000

Nameservers dns1.p03.nsone.net

ns-1264.awsdns-30.org

ns-162.awsdns-20.com

dns3.p03.nsone.net



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED E-commerce platform Recognized entity

Etsy.com is a well-established, globally recognized e-commerce marketplace specializing in handmade and vintage goods. It is operated by

Etsy, Inc., a major brand in online retail, with a long-standing presence and reputable infrastructure. No known associations with malicious

activity or suspicious infrastructure are present in my training data.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

Based on prior intelligence, etsy.com is a well-established, trusted e-commerce platform with a reputable history. The real-time scan confirms

the domain's legitimacy, showing a valid SSL certificate from a reputable issuer, a long registration age, and no known threats flagged by

blocklists. The HTTP response indicates a standard, non-deceptive redirect chain back to the same domain, and the absence of suspicious

infrastructure supports its trusted status. Overall, the evidence aligns with prior knowledge, confirming Etsy's reputation as a safe and

reputable site.

1. Maintain routine monitoring for any future security alerts or changes in DNS or SSL configurations.

2. Ensure security headers such as HSTS and CSP are implemented to enhance security posture, even if currently missing.

3. Continue to verify blocklist and threat intelligence feeds periodically to detect any emerging threats.

4. No immediate action required; site is deemed safe based on current evidence and prior knowledge.
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