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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 172.66.167.85  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

6557d

Desktop view — eneba.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 172.66.167.85

90
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject eneba.com

Issuer WE1 (Google Trust Services)

Valid From Jan 24 21:57:46 2026 GMT

Expires Apr 24 22:57:30 2026 GMT (37 days remaining)

HSTS Not set

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 93348FDC90CE55EF13AF9DEC2B7F678E

SANs eneba.com, *.eneba.com



HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://www.eneba.com/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options missing —

X-Frame-Options present SAMEORIGIN

CSP present report-uri https://sentry.eneba.com/api/6/security/?

sentry_key=102de17feb49405fadcbb032c33331d1&sentry_release=1.

3528.0; report-to csp-endpoint; script-src 'self' 'unsafe-

inline' 'unsafe-eval' https://www.googletagmanager.com

https://www.googleadservices.com https://www.google.com

https://pagead2.googlesyndication.com

https://googleads.g.doubleclick.net

https://metrics.nsureapi.com https://nsure.eneba.com

https://device.maxmind.com https://fpnpmcdn.net

https://connect.facebook.net https://*.clarity.ms

https://eneba.atlassian.net https://static.eneba.games

https://assets.eneba.games https://challenges.cloudflare.com

https://mx.eneba.com https://widget.trustpilot.com

https://apps.rokt.com https://js.braintreegateway.com

https://assets.braintreegateway.com

https://www.paypalobjects.com https://www.paypal.com

https://c.paypal.com https://*.cardinalcommerce.com

https://*.js.stripe.com https://js.stripe.com

https://checkoutshopper-live-us.adyen.com

https://checkoutshopper-live.adyen.com

https://cdn.safecharge.com https://pay.google.com

https://static.dlocal.com https://ebanx-js.ebanx.com

https://beacon.riskified.com https://i.k-analytix.com

https://cdn.checkout.com https://applepay.cdn-apple.com

https://js.tazapay.com https://service.tazapay.com

https://newsletter.ene.ba https://an.gr-wcon.com https://us-

an.gr-cdn.com https://ga2.getresponse.com https://m.gr-cdn-

e.eu https://*.forter.com

https://d1qmrxg9gbf226.cloudfront.net

https://d229oaghhl3bjt.cloudfront.net

https://d1141abz4ln14s.cloudfront.net

https://d1w9sasay4s756.cloudfront.net

https://d3bejklh892qn.cloudfront.net

https://d2nww8zpyj5pk0.cloudfront.net

https://d2w2nqfk3z9hdt.cloudfront.net

https://d27623md02evp.cloudfront.net https://*.signifyd.com

https://h64.online-metrix.net;

Referrer-Policy present strict-origin-when-cross-origin

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 40 records

Type Name Value TTL

A eneba.com 172.66.167.85 299

A eneba.com 104.20.31.209 299

AAAA eneba.com 2606:4700:10::ac42:a755 299

AAAA eneba.com 2606:4700:10::6814:1fd1 299

MX eneba.com aspmx.l.google.com 0

MX eneba.com aspmx2.googlemail.com 0

MX eneba.com aspmx3.googlemail.com 0

MX eneba.com alt1.aspmx.l.google.com 0

MX eneba.com alt2.aspmx.l.google.com 0

NS eneba.com algin.ns.cloudflare.com 0

NS eneba.com lorna.ns.cloudflare.com 0

TXT eneba.com apple-domain-verification=nCUIVQ42SG5SVJO6 0

TXT eneba.com slack-domain-verification=FyGdB1GqR8EWMZ7K3B9d8iBlCCL046KCcDZYnKHS 0

TXT eneba.com v=spf1 include:_spf.google.com include:amazonses.com -all 0

TXT eneba.com
atlassian-domain-

verification=RjlTBJfucZ2Np4IdkIg29WDsMU73kBToeG580U8EAdcuaytPJDAT1SbeadLDTAQY
0

TXT eneba.com google-site-verification=MUSiFxYUzMHSXbufnElRD__RI7a9_RAjNsJA7Yka2_8 0

TXT eneba.com have-i-been-pwned-verification=bf7ef166b4f21a165c9517a9bdc6edcc 0

TXT eneba.com
_gitlab-pages-verification-code.eneba.com TXT gitlab-pages-verification-

code=9ccbeb7f17b281adefd013c91619af16
0

TXT eneba.com nordpass-domain-verification=9583983f08dd4cdb8a9f87bcda47c111 0

TXT eneba.com openai-domain-verification=dv-4IlYMFkZK7FCFL69GYrGbQW9 0

TXT eneba.com jetbrains-domain-verification=47qsponyalufy6nltq9z0eoxt 0

TXT eneba.com anthropic-domain-verification-sxxjpq=6hsFfVDtAtgPnSC4Cr8H6rJPh 0

TXT eneba.com mixpanel-domain-verify=f63aa4c4-3aa8-41af-bd7f-ffb2d7ea2863 0

TXT eneba.com cursor-domain-verification-gg98pw=K1rl6Me4XS9lVIYE08PDf0PPZ 0

TXT eneba.com google-site-verification=ZUS5X8M3ZVpX0IUt6MsIDJLEemsSD9SJu2Xj7_v0R20 0

TXT eneba.com facebook-domain-verification=6hal46gk16l6rl4anbrwfswffoftwu 0

TXT eneba.com mixpanel-domain-verify=a4129ad5-0720-46aa-8c9a-23ae2652e062 0

TXT eneba.com MS=8C4FFB3D9FD0CC623708270F0FFB0840E7150BF5 0

TXT eneba.com detectify-verification=00413443514287a9197221ca028d2673 0

SOA eneba.com algin.ns.cloudflare.com dns.cloudflare.com 2398809123 1800

CAA eneba.com 0 ssl.com 0

CAA eneba.com 0 comodoca.com 0

CAA eneba.com 0 digicert.com; cansignhttpexchanges=yes 0

CAA eneba.com 0 letsencrypt.org 0

CAA eneba.com 0 pki.goog; cansignhttpexchanges=yes 0



Type Name Value TTL

CAA eneba.com 0 ssl.com 0

CAA eneba.com 0 comodoca.com 0

CAA eneba.com 0 digicert.com; cansignhttpexchanges=yes 0

CAA eneba.com 0 letsencrypt.org 0

CAA eneba.com 0 pki.goog; cansignhttpexchanges=yes 0

WHOIS REGISTRATION

Registrar Amazon Registrar, Inc.

Registrant Org Helis Play

Registrant Country LT

Domain Age 6557 days

Created 2008-04-04T10:00:43Z

Updated 2026-02-28T10:05:46Z

Expires 2027-04-04T10:00:43Z

Nameservers algin.ns.cloudflare.com

lorna.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED E-commerce platform Recognized entity

Eneba.com is a well-known online marketplace specializing in digital game keys and entertainment products. It is a recognized brand with

established infrastructure, registered through Amazon Registrar, and has a long domain age (~18 years), indicating legitimacy. No historical

associations with malicious activity are evident from training data.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

The domain eneba.com is a well-established, trusted e-commerce platform with a long history (~18 years), registered through Amazon

Registrar, and has no known malicious associations from prior intelligence. The real-time scan confirms a valid SSL certificate from a

reputable issuer, and the site is served via Cloudflare with standard security headers, although some headers like HSTS are missing. Blocklist

checks are clean, and the redirect chain leads back to the same domain, indicating normal behavior. Overall, the evidence aligns with prior

trust in the domain, with no significant red flags detected.

1. Maintain monitoring for any future changes in security headers, especially HSTS, to enhance security posture.

2. Continue routine scans and threat intelligence checks, as current evidence indicates a safe and legitimate site.

3. Ensure SSL certificate renewal and proper configuration to sustain secure communications.

4. Verify that the missing security headers (X-Content-Type-Options, Permissions-Policy, etc.) are addressed in future updates

for improved security.
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