URLScanner.online crypto.com

Security Scan Report 18 March 2026 at 18:53 - 43.7s

https://crypto.com/
92 SAFE Al: 90/100 - LOW RISK
/100
Resolved IP: 104.19.223.17 - Server: cloudflare
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THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 104.19.223.17



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384
Subject crypto.com

Issuer WE1 (Google Trust Services)

Valid From Jan 31 19:59:04 2026 GMT

Expires May 1 20:58:58 2026 GMT (44 days remaining)
HSTS Enabled max-age=15552000
OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 35B9FC4A10892D140ECD8C437DE397D2
SANs crypto.com

Status: 200 OK - Final URL: https://crypto.com/es-es

HEADER STATUS VALUE

HSTS present max-age=15552000
X-Content-Type-Options missing

X-Frame-Options missing

CSP missing

Referrer-Policy missing

Permissions-Policy missing

COOP missing

COEP missing -

CORP missing -

X-XSS-Protection missing -
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Value TTL

104.19.223.17

104.19.222.17

2606:4700::6813:df11

2606:4700::6813:dell

alt2.aspmx.l.google.com

aspmx.l.google.com

aspmx2.googlemail.com

aspmx3.googlemail.com

mxa-00543801.gslb.pphosted.com

mxpb-00543801.gslb.pphosted.com

altl.aspmx.l.google.com

chad.ns.cloudflare.com

sima.ns.cloudflare.com

cursor-domain-verification-axv2zp=mYKLERga3bfWGVcIQKs4zFEH1

miro-verification=57041690cd985a8c994e4fc960e73460e844a257

teamviewer-sso-verification=3c92£f68977df46£f8a836faf3deel9blc

jamf-site-verification=XIIIVvRTCJ711MkK700audA

CKO=cli_mbajSwmc4fpuigybarlev3ipsy

segment-site-verification=ymbSTvWR21TKLIR4Cxtyv1ibEQz5ShY9J

docusign=44e85aef-c293-4280-a57e-c6805015£751

apple-domain-verification=gkrEgGUVeHhuHMMruqgzgVlhaiOKyQuU8fFJjhDCxRBZg

twilio-domain-verification=8cef33ec97d09c8ffd8cal3b2a7e£585

_x4vbsuduc7he5rma9yk4jgl87rgtpgo

status-page-domain-verification=71jf0xbkm9odv

mixpanel-domain-verify=c76c83bd-b6f1-42d9-a0fc-b9046£981ledb

google-site-verification=Q0BNOiaBV-QoDHr_zovE1lclGTZnj4LS0dvSpOLktgXjY

886cc7c2-4930-4e6c-82f7-b749%9a331f6bf

mongodb-site-verification=3dYblW5pflsGhK9sIKXE02aRNButG7TG

facebook-domain-verification=8y8dsk7b387u8fdzhwd38r7918jd61l

google-site-verification=UmBlydl162v42XnvTlkcyJCcsFVFzbZP1x1lgeAF1QrYY

tverrblc66rfaf718t8nkv3ska

google-site-verification=0BkiWmFJ3j6n9dB155uT7bjYG2W-SvIjaW43B2nVlic

slack-domain-verification=3t9FUgZ4ZUl1fSFKsi6RSvcHMatYSJszZ5n6zIQYPT

google-site-verification=7Zs1ldpD3RCgz2nt LBhPVWKAsSL5uFtgUcxNuP5U0OHDNe8

shopify-verification-code=3gnHrrZ3HBGVPKTMpMgTOja8jUB30]j

paloaltonetworks—-site-
verification=341cd8a6c026568fbf2f1d688bd2ab3a93300ac792771e4ac940019dbc73£dd2



Type Name Value TTL
TXT crypto.com box—-domain-verification=bd7e193celd8807fc0c92872cld8ebablfc8207e9cddd5e256

v=spfl mx ip4:13.228.3.214/32 ip4:166.78.71.191/32 include:sendgrid.net

include:_spf.google.com include:_spf.atlassian.net include:spf-

TXT crypto.com . .
00543801 .pphosted.com include:amazonses.com a include:_spf.salesforce.com -
all

TXT crypto.com sdzzsstffjsvrmltl6ow3vzjhnwnk7w6x
atlassian-domain-

TXT crypto.com

verification=mPIKsb4ANOnJdLnDcm5/XNWhVwAE77WKi84paGU6D1gpB21KTIanMUpNHQfgOn/A

® WHOIS REGISTRATION

Registrar Network Solutions, LLC
Registrant Org —

Registrant Country us

Domain Age 12004 days

Created 1993-05-06T04:00:00Z
Updated 2024-05-09T04:09:382
Expires 2034-05-07T04:00:00Z
Nameservers sima.ns.cloudflare.com

chad.ns.cloudflare.com

e TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

Next.js Framework high Header: x-powered-by: Next.js



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Financial services / Cryptocurrency platform Recognized entity

crypto.com is a well-established, globally recognized cryptocurrency exchange and financial services provider with a significant brand
presence. Its domain has been active for over 32 years, indicating long-standing legitimacy. There are no known associations with malicious
activity or abuse from historical threat intelligence data.

SCAN EVIDENCE VERDICT

/100 LOW RISK

The domain crypto.com is a well-established, trusted entity with a long history and strong reputation, confirmed by prior intelligence. The real-
time scan evidence shows a valid SSL certificate from a reputable issuer, proper DNS records, and no known threat flags on blocklists,
aligning with its trusted status. While some security headers are missing, this is common for large, high-traffic sites and does not indicate
malicious intent. Overall, the evidence supports that crypto.com remains a legitimate and safe platform.

1. Maintain monitoring for any future security header issues or certificate expirations.

2. Ensure that security headers like X-Content-Type-Options and Content Security Policy are implemented to enhance security
posture.

3. Continue periodic scans to verify no new threats or anomalies emerge, especially given the high-profile nature of the domain.

4. Verify redirect chain to ensure it consistently leads to the same trusted domain without unexpected external redirects.
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