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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 104.18.35.15  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

5373d

Desktop view — coinbase.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.18.35.15

92
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject coinbase.com

Issuer WE1 (Google Trust Services)

Valid From Mar 18 01:41:40 2026 GMT

Expires Jun 16 02:41:37 2026 GMT (89 days remaining)

HSTS Enabled  max-age=31536000; includeSubDomains; preload

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 0A0473ED3D04F1A311D8C6720F7D6279

SANs coinbase.com, *.coinbase.com

HTTP SECURITY HEADERS

Status: 403 Forbidden  ·  Final URL: https://www.coinbase.com/

HEADER STATUS VALUE

HSTS present max-age=31536000; includeSubDomains; preload

X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP missing —

Referrer-Policy present same-origin

Permissions-Policy present accelerometer=(),browsing-topics=(),camera=(),clipboard-read=

(),clipboard-write=(),geolocation=(),gyroscope=(),hid=

(),interest-cohort=(),magnetometer=(),microphone=(),payment=

(),publickey-credentials-get=(),screen-wake-lock=(),serial=

(),sync-xhr=(),usb=()

COOP present same-origin

COEP present require-corp

CORP present same-origin

X-XSS-Protection missing —



DNS RECORDS 50 records

Type Name Value TTL

A coinbase.com 104.18.35.15 299

A coinbase.com 172.64.152.241 299

AAAA coinbase.com 2606:4700:440a::ac40:98f1 300

AAAA coinbase.com 2a06:98c1:3105::6812:230f 300

MX coinbase.com alt1.aspmx.l.google.com 0

MX coinbase.com alt2.aspmx.l.google.com 0

MX coinbase.com aspmx.l.google.com 0

MX coinbase.com alt3.aspmx.l.google.com 0

MX coinbase.com alt4.aspmx.l.google.com 0

NS coinbase.com sue.ns.cloudflare.com 0

NS coinbase.com sam.ns.cloudflare.com 0

TXT coinbase.com google-site-verification=veWhMcRP5-ISDr7tSAI7Mjh9ELqQ7ndOvbHY-xcsl9o 0

TXT coinbase.com google-site-verification=qyTrwiATuVJMBGXPOYPOr-NSYW90-idNJU7uTh6-v7Y 0

TXT coinbase.com google-site-verification=gwL0hNTFdVrIO_MRAN6m07GJs7aZFGC-XkJcaq8We2s 0

TXT coinbase.com google-site-verification=F0pv18D2VaKyH77hhpE9OZuDVipTi_YUGqKGzSOUfnQ 0

TXT coinbase.com jumio-up-idp-domain-verification=59dc5c59-80b3-4697-a85f-e4432d7ba047 0

TXT coinbase.com dropbox-domain-verification=ap29irieph9f 0

TXT coinbase.com keybase-site-verification=UlVJ6_FMc2ceBGKC2cjhy8FF1iGw-iuvdc1WzRX7foU 0

TXT coinbase.com mongodb-site-verification=hME8tDWzya9rzZbckAxwpiEiv12KX8Gd 0

TXT coinbase.com facebook-domain-verification=qbphvvib286cbvluswam0qypj99ofm 0

TXT coinbase.com smartsheet-site-validation=kyRJbpapnk1ExowiffTo0f3Pc-9XKoSh 0

TXT coinbase.com MS=ms23710130 0

TXT coinbase.com google-site-verification=8ww1MRKa0mZPc-WdoZ7YdL64qIE_2bJuIyIagaQqzFo 0

TXT coinbase.com
atlassian-domain-

verification=hDuZ4Ho1Rts/J4kaoxR9K2Qnywy2Uo+GV8bDIwXEsE4uovTo0vcL+8AVpI4+3j2V
0

TXT coinbase.com pylon-domain-verification-sc64gk=B7nJiLr0KeZ0CRv2aVkYTNfjs 0

TXT coinbase.com verification_token=fsUf5PQLIwq7nf4HOoQN6ZUCz 0

TXT coinbase.com docusign=8ace657e-b7bc-4ed2-9cb3-8aa55e7d0597 0

TXT coinbase.com
ahrefs-site-

verification_cc6fbe8f6b26b9b07f97892536cda45b7ce7917b040baacf81facc14e820e887
0

TXT coinbase.com docusign=642eb6c3-8697-4ebd-8a51-a48a05713018 0

TXT coinbase.com apple-domain-verification=7XHeC6zhfdUOulBSjnUyABNhGLx2RMnjebZj2HMPH4w 0

TXT coinbase.com de7f455f-f2f0-4669-8193-08e31bfab40f 0

TXT coinbase.com google-site-verification=5Vrsjlgs1uhwN5AU2Vg1TPuEBasNdhX3CgxtfTdXOQQ 0

TXT coinbase.com slack-domain-verification=MlD3gzX7txujPKkmWsULE6w264DyKkTkxbT7nPTd 0

TXT coinbase.com v=spf1 include:amazonses.com include:_spf.google.com -all 0

TXT coinbase.com apple-domain-verification=8HpWlON81jar5xva 0



Type Name Value TTL

TXT coinbase.com
stripe-

verification=f66cbde9148f67d1bb992cfe5ae3fc1efa829c816b726b0bb28ff243325344dc
0

TXT coinbase.com cursor-domain-verification-tqme34=zHJPl1GeHjzl9e5kOqNqpcepA 0

TXT coinbase.com google-site-verification=Mf-1A418PKg0c9t2nAaK4zjWv2A_N8uNGu078EWqCZc 0

TXT coinbase.com miro-verification=790dc2010116c659230c25705d7a5358cd78d99b 0

TXT coinbase.com verification_token=N5mizUogMNMbNmoFTKuh7KCwg 0

WHOIS REGISTRATION

Registrar MarkMonitor, Inc.

Registrant Org Coinbase, Inc.

Registrant Country US

Domain Age 5373 days

Created 2011-07-02T18:23:22+0000

Updated 2024-06-01T10:33:39+0000

Expires 2026-07-02T00:00:00+0000

Nameservers sam.ns.cloudflare.com

sue.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Financial services / Cryptocurrency exchange Recognized entity

coinbase.com is the official domain of Coinbase, a major cryptocurrency exchange and financial services platform. It is widely recognized, with

a long-standing presence and reputable standing in the industry. No known associations with malicious activity or suspicious infrastructure

are present in my training data.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

The domain coinbase.com aligns with prior intelligence as a trusted and reputable cryptocurrency exchange. The real-time scan confirms a

valid SSL certificate, proper DNS records, and no known threats flagged by blocklists, supporting its legitimacy. The presence of security

headers like HSTS and the domain's age further reinforce its trustworthiness. Minor missing headers (CSP, X-XSS-Protection) are typical for

large, well-maintained sites and do not raise significant concern.

1. Maintain monitoring for any future threat intelligence updates related to coinbase.com.

2. Ensure that security headers such as Content Security Policy (CSP) and X-XSS-Protection are implemented to enhance

security posture.

3. Verify that the redirect chain leads directly to the main site without suspicious intermediaries.

4. Continue to observe DNS and SSL configurations for any unexpected changes.
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