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SAFE AI: 85/100  ·  LOW RISK

Resolved IP: 104.18.140.67  ·  Server: cloudflare

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

11542d

Desktop view — chess.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 104.18.141.67

94
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject chess.com

Issuer WE1 (Google Trust Services)

Valid From Feb 9 19:12:22 2026 GMT

Expires May 10 20:12:03 2026 GMT (53 days remaining)

HSTS Enabled  max-age=31536000; includeSubDomains

OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number AAA6036621ACE6400E36907E1C4CAACC

SANs chess.com, error-pages.chess.com

HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://www.chess.com/

HEADER STATUS VALUE

HSTS present max-age=31536000; includeSubDomains

X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP present frame-ancestors 'self'

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 28 records

Type Name Value TTL

A chess.com 104.18.140.67 299

A chess.com 104.18.139.67 299

A chess.com 104.18.138.67 299

A chess.com 104.18.141.67 299

A chess.com 104.18.137.67 299

AAAA chess.com 2606:4700::6812:8a43 299

AAAA chess.com 2606:4700::6812:8d43 299

AAAA chess.com 2606:4700::6812:8c43 299

AAAA chess.com 2606:4700::6812:8b43 299

AAAA chess.com 2606:4700::6812:8943 299

MX chess.com alt4.aspmx.l.google.com 0

MX chess.com alt1.aspmx.l.google.com 0

MX chess.com alt2.aspmx.l.google.com 0

MX chess.com aspmx.l.google.com 0

MX chess.com alt3.aspmx.l.google.com 0

NS chess.com sue.ns.cloudflare.com 0

NS chess.com dan.ns.cloudflare.com 0

TXT chess.com
v=spf1 mx ip4:66.59.83.16 include:_spf.google.com

include:helpscoutemail.com -all
0

TXT chess.com
anthropic-domain-verification-

dw7mcs=Wrv9zfXoJwdPNfVBZ00tvsUv9
0

TXT chess.com yandex-verification: 839b791a7c251c8d 0

TXT chess.com
cursor-domain-verification-

3n0gag=LnwL6mv8SSLDlV1B9gtsSLPvm
0

TXT chess.com
google-site-

verification=yGV0ApuFJgYNGGkyuO5bq2K1QUvo9KJkJg6OOvBOJ5U
0

TXT chess.com
google-site-

verification=nGkVwZQHAfSEsE5JbUKUPszzT9Ai4DqtahuattcOpE8
0

TXT chess.com
google-site-verification=F_-pKRat6Vr7qJ7ziD-

ZZeWXllpfyAXOgO7FHghsWLc
0

TXT chess.com
google-site-

verification=0pYVTC1HVc5Sfx3fUEF2PYcw_k9OCOaH8Yo-kVOa5SU
0

TXT chess.com openai-domain-verification=dv-mQbeeGs2oFo4EQPswxbWdgwR 0

TXT chess.com
google-site-verification=-IEcIDuCPFtP5lGt2Ew4szUAHS72-

etgZlx1gMV6pio
0

SOA chess.com dan.ns.cloudflare.com dns.cloudflare.com 2399252091 1800



WHOIS REGISTRATION

Registrar GoDaddy.com, LLC

Registrant Org Domains By Proxy, LLC

Registrant Country US

Domain Age 11542 days

Created 1994-08-10T23:00:00Z

Updated 2022-01-24T13:52:55Z

Expires 2027-07-01T22:59:59Z

Nameservers dan.ns.cloudflare.com

sue.ns.cloudflare.com

TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudflare CDN high Header: server: cloudflare

AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Online gaming / Chess platform Recognized entity

Chess.com is a well-established, globally recognized online chess platform with a long operational history and high domain age. It is

associated with reputable brand presence and is widely used for legitimate gaming and learning purposes. There are no known associations

with malicious activity or threat infrastructure based on historical data.

SCAN EVIDENCE VERDICT

85 /100 LOW RISK

The domain chess.com is a well-established, reputable online chess platform with a long operational history and trusted brand recognition.

The real-time scan confirms a valid SSL certificate, proper security headers, and no indications of malicious activity or blocklist flags. These

findings align with prior intelligence, reinforcing its status as a trusted site. There are no red flags or suspicious indicators that suggest

malicious intent or compromise.

1. Maintain routine security monitoring, but no immediate action is necessary.

2. Ensure SSL certificate remains valid and security headers are consistently configured.

3. Periodically verify threat intelligence sources for any emerging issues related to chess.com.
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