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THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 104.18.5.40



SSL CERTIFICATE

Status
Protocol
Cipher Suite
Subject
Issuer

Valid From
Expires
HSTS
OCsP

Key

Serial Number

SANs

VALID
TLSv1.3
TLS_AES_256_GCM_SHA384
cdkeys.com
WE1 (Google Trust Services)
Feb 5 04:09:24 2026 GMT
May 6 05:09:22 2026 GMT (48 days remaining)
Not set
unknown
ECDSA prime256v1 256 bits
BC3ESBCAESF8BD1C3112BIFA411C30878

cdkeys.com, *.cdkeys.com



e HTTP SECURITY HEADERS

Status: 200 OK - Final URL: https://www.loaded.com/?utm_source=cdkeyssutm_medium=direct - 2 redirects

HEADER

HSTS
X-Content-Type-Options
X-Frame-Options

CSP

STATUS

missing

present

present

present

VALUE

nosniff

SAMEORIGIN

font-src *.fontawesome.com https://cdn.checkout.com
fonts.gstatic.com cdn.checkout.com script.hotjar.com
db.onlinewebfonts.com maxcdn.bootstrapcdn.com *.gstatic.com
'self' data: data: 'self' 'unsafe-inline'; form-action pilot-
payflowlink.paypal.com www.paypal.com www.sandbox.paypal.com
*.cardinalcommerce.com *.paypal.com 3ds-

secure.cardcomplete.com vw.clicksafe.lloydstsb.com

pay.activa-card.com *.wirecard.com acs.sia.eu
*.touchtechpayments.com www.securesuite.co.uk rsa3dsauth.com
*.monzo.com *.arcot.com *.wlp-acs.com * affiliates.cdkeys.com

affiliates.loaded.com *.snapchat.com *.facebook.com 'self'

'unsafe-inline'; frame-ancestors *.certcapture.com

www.gstatic.com www.cdkeys.com www.loaded.com
app.storyblok.com *.brandswap.com 'self'; frame-src

bid.g.doubleclick.net www.youtube.com *.youtube-nocookie.com

www.paypal.com v.sandbox.paypal.com pilot-—
payflowlink.paypal.com player.vimeo.com *.youtube.com

https://www.google.com/recaptcha/ *.certcapture.com

*.safeframe.googlesyndication.com *.adtrafficquality.google
*.googleapis.com *.cloudflare.com *.cloudfront.net
*.googletagmanager.com *.gstatic.com *.google-analytics.com

*.googlesyndication.com *.btloader.com *.media.net ad-

delivery.net d.impct.site ag.dns-finder.com fast.ssqgt.io
https://js.checkout.com *.klarna.com c.paypal.com
checkout.paypal.com assets.braintreegateway.com

com *.cardinalc

pay.google commerce.com *.paypal.com *

landofcoder.com *.addthis.com *.facebook.com *.twitter.com
fp.cdkeys.com fp.loaded.com ad4m.at widget.trustpilot.com
simplicity.trustpilot.com www.facebook.com js.checkout.com

embed.twitch.tv accounts.google.com www.google.com

web.facebook.com w .trustpilot.com vars.hotjar.com sandbox-—

checkout.epag.io checkout.epag.io *.snapchat.com

W

.emjcd.com cj.dotomi.com

v.paypalobjects.com unpkg.com
optimize.google.com apps.rokt.com wsdk.rokt.com
platform.twitter.com ad.ad-srv.net analytics.fatmedia.io

*.rfihub.com www.surveymonkey.com shop.spreadshirt.com

cdkeys.myspreadshop.com loaded.myspreadshop.com
preview.tagging.cdkeys.com preview.tagging.loaded.com
tagging.cdkeys.com tagging.loaded.com *.dwinl.com *.awinl.com
*.zenaps.com gum.criteo.com c.bing.com

the.sciencebehindecommerce.com cdkeys.pxf.io cdkeys.sjv.io

loaded.pxf.io loaded.sjv.io app.termly.io *.brandswap.com
'self' 'unsafe-inline'; img-src widgets.magentocommerce.com
data: googleads.g.doubleclick.net www.google.com

bid.g.doubleclick.net www.googleadservices.com www.google—

analytics.com analytics.google

.com www.googletagmanager.com

t.paypal.com w

.paypal.com

www.paypalobjects.com
fpdbs.paypal.com fpdbs.sandbox.paypal.com *.vimeocdn.com
i.ytimg.com *.youtube.com validator.swagger.io
*.certcapture.com idS-sync.com *.adtrafficquality.google
*.googleapis.com *.cloudflare.com *.cloudfront.net
*.googletagmanager.com *.gstatic.com *.google-analytics.com
*.googlesyndication.com *.btloader.com *.media.net

d.impct.site ad-delivery.net ag.dns-finder.com fast.ssqgt.io

https://images.unsplash.com v.emjcd.com

w

.sandbox.paypal.com b.stats.paypal.com



HEADER STATUS VALUE

dub.stats.paypal.com assets.braintreegateway.com c.paypal.com
checkout .paypal.com *.paypal.com *.addthisedge.com
*.twitter.com *.cdkeys.com *.loaded.com *.omn-it.net
www.gravatar.com steamcdn-a.akamaihd.net *.storyblok.com
regionl.analytics.google.com optimize.google.com
ssl.gstatic.com www.gstatic.com www.google.ae www.google.at
WWww.google.com.au www.google.ba www.google.be www.google.bg
www.google.com.bh www.google.com.br www.google.ca
www.google.ch www.google.com.cy www.google.cz www.google.de
www.google.dk www.google.es www.google.fi www.google.gr
www.google.hr www.google.hu www.google.co.id www.google.ie
www.google.co.1l www.google.is www.google.it www.google.jo
www.google.co.ke www.google.co.kr www.google.com.kw
www.google.lt www.google.lv www.google.com.mt www.google.mu
www.google.com.mx www.google.com.my www.google.nl
www.google.no www.google.co.nz www.google.com.om
www.google.pl www.google.pt www.google.com.ga www.google.ro
www.google.rs www.google.com.sa www.google.se
www.google.com.sg www.google.sk www.google.co.th
www.google.com.ua www.google.co.uk www.google.co.za
*.spreadshirt.com image.spreadshirtmedia.com
cdkeys.myspreadshop.com loaded.myspreadshop.com
cm.everesttech.net preview.tagging.cdkeys.com
preview.tagging.loaded.com tagging.cdkeys.com
tagging.loaded.com www.facebook.com static.xx.fbcdn.net
alb.reddit.com *.snapchat.com t.co cw.addthis.com
syndication.twitter.com ads-twitter.com ads—api.twitter.com
analytics.twitter.com ad.360yield.com *.3lift.com sync.ad-
stir.com *.adform.net *.adnxs.com *.adscale.de
anymindgroup.go2cloud.org pixel.advertising.com
x.bidswitch.net bat.bing.com bat.bing.net www.bizrate.com
tags.bluekai.com match.bnmla.com r.casalemedia.com
usersync.cdglib.com www.chinesean.com *.criteo.com
dpm.demdex.net *.dotomi.com sync.e-planning.net
secure.getprice.com.au matching.ivitrack.com beacon.krxd.net
*.liadm.com visitor.omnitagjs.com sync.outbrain.com
jadserve.postrelease.com *.pubmatic.com idsync.rlcdn.com
pixel.rubiconproject.com match.sharethrough.com *.smaato.net
*.smartadserver.com *.smartclip.net tg.socdm.com
*.stickyadstv.com *.taboola.com pixel.tapad.com criteo-
sync.teads.tv s.thebrighttag.com criteo-
partners.tremorhub.com *.yahoo.com ad.yieldlab.net
ads.yieldmo.com sync-criteo.ads.yieldmo.com 1lt45.net dsl.net
dt51.net ndt5.net fri35.net as.ad4m.at ad.ad-srv.net
*.clarity.ms *.dwinl.com *.awinl.com *.zenaps.com
gum.criteo.com c.bing.com the.sciencebehindecommerce.com
*.loggly.com www.ojrg.net cdkeys.pxf.io loaded.pxf.io
cdkeys.sjv.io loaded.sjv.io delight-magento.fly.dev delight-
s3-bucket.s3.eu-west-2.amazonaws.com tvspix.com tvpix.com
fonts.gstatic.com *.brandswap.com 'self' data: data: 'self'
'unsafe-inline'; script-src googleads.g.doubleclick.net
www.googleadservices.com www.google—analytics.com
analytics.google.com www.googletagmanager.com www.paypal.com
www . sandbox.paypal.com www.paypalobjects.com t.paypal.com
s.ytimg.com ajax.googleapis.com vimeo.com www.vimeo.com
*.vimeocdn.com *.youtube.com
https://www.gstatic.com/recaptcha/
https://www.google.com/recaptcha/ *.certcapture.com *.id5-
sync.com *.adtrafficquality.google *.googleapis.com
*.cloudflare.com *.cloudfront.net *.googletagmanager.com
*.gstatic.com *.google-analytics.com *.inmobi.com
*.fuseplatform.net *.amazon-adsystem.com
*.googlesyndication.com *.btloader.com btloader.com
*.media.net ad-delivery.net d.impct.site ag.dns-finder.com
fast.ssqt.io https://maps.googleapis.com
https://cdn.checkout.com *.klarnacdn.net *.nsureapi.com

api.fpjs.io device.maxmind.com www.mczbf.com



HEADER

STATUS

VALUE

js.braintreegateway.com assets.braintreegateway.com
c.paypal.com pay.google.com api.braintreegateway.com
api.sandbox.braintreegateway.com client-
analytics.braintreegateway.com client-
analytics.sandbox.braintreegateway.com *.paypal.com
songbirdstag.cardinalcommerce.com
songbird.cardinalcommerce.com landofcoder.com *.addthis.com
*.moatads.com *.addthisedge.com *.facebook.net *.twitter.com
widget.surveymonkey.com prodregistryv2.org featureassets.org
cdn.jsdelivr.net widget.trustpilot.com
invitejs.trustpilot.com connect.facebook.net cdn.checkout.com
polyfill.io *.algolia.net embed.twitch.tv *.google.com
platform.twitter.com www.google.com www.gstatic.com
cdn.simility.com static.hotjar.com script.hotjar.com sandbox-—
checkout .epag.io checkout.epag.io *.zoho.com *.criteo.com sc-
static.net analytics.twitter.com *.ads-twitter.com *.bing.com
bat.bing-int.com www.redditstatic.com maillist-manage.com
*.cnnx.io unpkg.com ad4m.at/osij2yav.js optimus.360andl.com
www.googleoptimize.com optimize.google.com apps.rokt.com
wsdk.rokt.com *.clarity.ms *.cdkeys.com *.loaded.com *.omn-
it.net cl.rfihub.net a.ad.gt applepay.cdn-apple.com
*.spreadshirt.com adtm.spreadshirts.net
cdkeys.myspreadshop.com dpm.demdex.net static.zdassets.com/
*.dwinl.com *.awinl.com *.zenaps.com gum.criteo.com
c.bing.com the.sciencebehindecommerce.com
analytics.fatmedia.io utt.impactcdn.com delight-
magento.fly.dev analytics.tiktok.com app.termly.io
d2rlyp2w7bby2u.cloudfront.net wzrkt.com *.snapchat.com
static.client.cardinaltrusted.com *.brandswap.com 'self'
'unsafe-inline' 'unsafe-eval'; style-src *.certcapture.com
*.googleapis.com *.cloudflare.com *.cloudfront.net
*.googletagmanager.com *.gstatic.com *.google-analytics.com
*.googlesyndication.com *.btloader.com *.media.net ad-
delivery.net d.impct.site ag.dns-finder.com fast.ssqgt.io
*.fontawesome.com https://cdn.checkout.com unsafe-inline
assets.braintreegateway.com cdn.checkout.com
maxcdn.bootstrapcdn.com optimize.google.com
adtm.spreadshirts.net cdkeys.myspreadshop.com delight-
magento.fly.dev *.brandswap.com 'self' 'unsafe-inline';
object-src landofcoder.com 'self' 'unsafe-inline'; media-src
*.googleapis.com *.cloudflare.com *.cloudfront.net
*.googletagmanager.com *.gstatic.com *.google-analytics.com
*.googlesyndication.com *.btloader.com *.media.net ad-
delivery.net d.impct.site ag.dns—-finder.com fast.ssqgt.io
cdn.cdkeys.com static.zdassets.com *.dwinl.com *.awinl.com
*.zenaps.com gum.criteo.com c.bing.com
the.sciencebehindecommerce.com 'self' 'unsafe-inline';
manifest-src 'self' 'unsafe-inline'; connect-src
www.googleadservices.com www.google—analytics.com
analytics.google.com www.googletagmanager.com vimeo.com
www.sandbox.paypal.com www.paypalobjects.com www.paypal.com
pilot-payflowlink.paypal.com *.algolia.net *.algolianet.com
*.insights.algolia.io insights.algolia.io *.certcapture.com
*.fuseplatform.net *.jsdelivr.net *.33across.com *.criteo.com
*.smartadserver.com onetag-sys.com *.media.net *.connectad.io
*.adnxs.com *.adnxs-simple.com *.4dex.io *.casalemedia.com
*.a-mo.net *.servenobid.com *.amazon-adsystem.com
*.googlesyndication.com *.eu-1-id5-sync.com id5-sync.com
*.adtrafficquality.google *.criteo.net *.btloader.com
btloader.com *.ampproject.org *.inmobi.com *.facebook.com
*.facebook.net *.google-analytics.com *.google.co.uk
*.google.com *.googleadservices.com *.hcaptcha.com
*.hotjar.com *.newrelic.com *.nr-data.net *.speaker.com
*.ssl.cf3.rackcdn.com *.typeform.com *.youtube.com
*.googleapis.com *.cloudflare.com *.cloudfront.net
*.googletagmanager.com *.gstatic.com ap.lijit.com

exchange.cootlogix.com direct.adsrvr.org s.seedtag.com



HEADER

Referrer-Policy
Permissions-Policy
COOP

COEP

CORP

X-XSS-Protection

STATUS

missing

missing

missing

missing

missing

present

VALUE

prebid.dblks.net *.ingage.tech exchange.kueezrtb.com ad-
delivery.net d.impct.site ag.dns-finder.com fast.ssqgt.io
https://maps.googleapis.com https://player.vimeo.com
https://js.checkout.com *.klarnaevt.com *.nsureapi.com
www.mczbf.com api.braintreegateway.com
api.sandbox.braintreegateway.com client-
analytics.braintreegateway.com client-
analytics.sandbox.braintreegateway.com *.braintree-api.com
*.paypal.com *.cardinalcommerce.com google.com
landofcoder.com prodregistryv2.org featureassets.org

www . facebook.com js.checkout.com *.simility.com
graph.facebook.com *.hotjar.io
wss://*.hotjar.com/api/v2/client/ws www.google.ae
www.google.at www.google.com.au www.google.ba www.google.be
www.google.bg www.google.com.bh www.google.com.br
www.google.ca www.google.ch www.google.com.cy www.google.cz
www.google.de www.google.dk www.google.es www.google.fi
www.google.gr www.google.hr www.google.hu www.google.co.id
www.google.ie www.google.co.il www.google.is www.google.it
www.google.jo www.google.co.ke www.google.co.kr
WwWwW.google.com.kw www.google.lt www.google.lv
WWW.google.com.mt www.google.mu www.google.com.mx
WWw.google.com.my www.google.nl www.google.no
WWW.google.co.nz www.google.com.om www.google.pl
www.google.pt www.google.com.ga www.google.ro www.google.rs
WWW.google.com.sa www.google.se www.google.com.sg
www.google.sk www.google.co.th www.google.com.ua
www.google.co.uk www.google.co.za freegeoip.app maillist-
manage.com invitejs.trustpilot.com widget.trustpilot.com
bat.bing.net bat.bing.com unpkg.com *.clarity.ms
*.spreadshirt.com cdkeys.myspreadshop.com
loaded.myspreadshop.com dpm.demdex.net
preview.tagging.cdkeys.com preview.tagging.loaded.com
tagging.cdkeys.com tagging.loaded.com static.zdassets.com
ekr.zdassets.com cdkeys.zendesk.com loaded.zendesk.com
widget-mediator.zopim.com wss://widget-mediator.zopim.com
*.dwinl.com *.awinl.com *.zenaps.com gum.criteo.com
c.bing.com the.sciencebehindecommerce.com cdkeys.pxf.io
loaded.pxf.io cdkeys.sjv.io loaded.sjv.io
api.delightglobal.io pro.ip-api.com analytics.tiktok.com
analytics—-ipvé6.tiktokw.us app.termly.io *.api.termly.io ads-—
twitter.com ads-api.twitter.com analytics.twitter.com
www.redditstatic.com pixel-config.reddit.com conversions-—
config.reddit.com match.adsrvr.org *.snapchat.com
*.cardinaltrusted.com *.brandswap.com trackingapi-brandswap-
stg.azurewebsites.net tagapi-brandswap-stg.azurewebsites.net
t.elasticsuite.io 'self' 'unsafe-inline'; child-src
*.certcapture.com assets.braintreegateway.com c.paypal.com
*.paypal.com http: https: blob: 'self' 'unsafe-inline';
default-src *.googleapis.com 'self' 'unsafe-inline' 'unsafe-

eval'; base-uri 'self' 'unsafe-inline';

1; mode=block



e DNS RECORDS

Type

A

A

NS

NS

TXT

TXT

TXT

TXT

TXT

TXT

TXT

TXT

SOA

Name

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

cdkeys.

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

Value

104.18.5.40

104.18.4.40

alt4.aspmx.l.google.com

altl.aspmx.l.google.com

alt2.aspmx.l.google.com

aspmx.l.google.com

alt3.aspmx.l.google.com

emma.ns.cloudflare.com

ken.ns.cloudflare.com

MS=ms68271601

google-site-verification=t6WNu_YytvYcxFd1PlyBpgQeO3—-
SO0p2xnRgl6A122DU

google-site-—
verification=BXpF7a4AKmOFuFt4uv6WbVnMo6YYewAVWAM7zWNJJWA

v=spfl redirect=cdkeys.com.hosted.spf-report.com

google-site-verification=usmbojK_g6Fdgt-
8gms_hmt fri TQOOufSEDHHHXS5 jWw

facebook—-domain-
verification=u2cdzj3hr397h80kbplbdllbko2few

v=DMARC1; p=quarantine; pct=10; fo=1;
rua=mailto:8965305b@mxtoolbox.dmarc-report.com;

ruf=mailto:8965305b@forensics.dmarc-report.com

google-site-verification=XmUKFpN_-

Pa7Fbwm3UnIouOkcM6NYfAMxvmO-EkKCCkc

emma.ns.cloudflare.com dns.cloudflare.com 2398798442

TTL

® WHOIS REGISTRATION

Registrar

Registrant Org

Registrant Country

Domain Age
Created
Updated
Expires

Nameservers

GoDaddy.com, LLC
Domains By Proxy, LLC
us

8714 days
2002-05-09T00:18:54Z
2025-05-08T04:33:20Z
2027-05-09T00:18:54Z

emma.ns.cloudflare.com
ken.ns.cloudflare.com



e TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Cloudfiare CDN high Header: server: cloudflare

Google Analytics Analytics HTML pattern: googletagmanager\.com
Google Tag Manager Tag Manager HTML pattern: googletagmanager\.comVgtm\.js

® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED E-commerce platform Recognized entity

cdkeys.com is a well-known legitimate online retailer specializing in digital game keys and software licenses. Its long domain age (over 23

years) and registration with a reputable registrar (GoDaddy) support its credibility. It is widely recognized in the gaming and digital goods
market.

SCAN EVIDENCE VERDICT

Al LOW RISK

The domain cdkeys.com is a well-established and reputable e-commerce platform with over 23 years of registration, verified SSL, and a
trusted registrar (GoDaddy). The real-time scan evidence shows a valid SSL certificate, no known threats flagged by major blocklists, and
security headers mostly in place, although missing HSTS. The redirect chain to loaded.com warrants attention, but given the domain's known
reputation, this appears to be a benign redirect rather than malicious activity. Overall, the evidence confirms the domain's legitimacy, with
minor technical gaps that do not elevate risk significantly.

1. Implement HSTS header to enhance security posture.

2. Monitor redirect chain to loaded.com for any future suspicious activity.

3. Ensure all security headers, including Referrer-Policy, Permissions-Policy, COOP, and COEP, are properly configured.
4. Maintain SSL certificate renewal and verify no unexpected certificate changes.

5. Continue routine threat scans to confirm ongoing safety.
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