URLScanner.online cash.app

Security Scan Report 18 March 2026 at 19:11 - 37.6s

https://cash.app/
82 SAFE Al: 85/100 - LOW RISK
/100
Resolved IP: 172.66.0.44 - Server: cloudflare
MALWARE SAFE BROWSING SSL DOMAIN AGE
Clean Clean Valid Unknown

® THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus LISTED
SURBL NOT LISTED

Checked IP 172.66.0.44



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject cash.app

Issuer WE1 (Google Trust Services)

Valid From Mar 12 20:10:58 2026 GMT

Expires Jun 10 21:10:57 2026 GMT (84 days remaining)
HSTS Enabled max-age=631152000; includeSubDomains; preload
OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number C8DD94A0E3AOBAD8OEEOF41DC29C56D3

SANs cash.app, www.cash.app



e HTTP SECURITY HEADERS

Status: 200 OK - Final URL: https://cash.app/

HEADER STATUS VALUE

HSTS present max-age=631152000; includeSubDomains; preload
X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP present default-src 'self' https://cash-f.squarecdn.com https://cash-

c.squarecdn.com https://squareup.com https://store-directory-
api.afterpay.com; style-src 'self' 'unsafe-inline'
https://cash-f.squarecdn.com https://cash-c.squarecdn.com
'unsafe-inline' https://fonts.googleapis.com
https://www.googletagmanager.com
https://tagmanager.google.com https://fonts.googleapis.com;
font-src 'self' https://cash-f.squarecdn.com https://cash-
c.squarecdn.com https://fonts.gstatic.com
https://fonts.gstatic.com data:; img-src 'self' data: blob:

https://tracker.samplicio.us https://cash-f.squarecdn.com

https://cash-c.squarecdn.com https://cash-s.squarecdn.com

https://cash-images-f.squarecdn.com https://site-
assets.afterpay.com https://cash.app
https://images.ctfassets.net/ https://images.squareup.com
https://jumbotron-production-f.squarecdn.com
https://api.squareup.com https://notify.bugsnag.com
https://*.googleapis.com https://*.gstatic.com *.google.com
*.googleusercontent.com data: https://api.cash.app
https://rs.fullstory.com https://cdn.cookielaw.org

https: googletagmanager.com https://ssl.gstatic.com

https: v.gstatic.com https://www.google—analytics.com
https://google-analytics.com
https://googleads.g.doubleclick.net *.google.com

https://stats.g.doubleclick.net tag.rmp.rakuten.com

track.linksynergy.com https://www.facebook.com

verifi.pdscrb.com https://logs-01.loggly.com

https://cashapp.pxf.io https://www.ojrg.net https://site-

assets.afterpay.com; media-src 'self'

https://videos.ctfassets.net https://cash-f.squarecdn.com

https://cash-c.squarecdn.com https://cash-s.squarecdn.com;

frame-src 'self' *.google.com https://

.google.ca
https://assets.ctfassets.net https://player.vimeo.com
squarecash: https://square.com *.google.com

https://www.googletagmanager.com
P g g g

https: .doubleclick.net https://td.doubleclick.net

https: acebook.com https://cashapp.pxf.io; object-src

https://assets.ctfassets.net; script-src 'nonce-
PuKMhKonc+HPJNQQURDYrg=="' 'self' 'unsafe-inline'
https://player.vimeo.com https://cash-f.squarecdn.com
https://cash-c.squarecdn.com squarecash: https://squareup.com
https://*.googleapis.com https://edge.fullstory.com
https://rs.fullstory.com https://cdn.cookielaw.org
https://www.googletagmanager.com
https://tagmanager.google.com https://google-analytics.com
https://ssl.google-analytics.com
https://www.googleadservices.com
https://googleads.g.doubleclick.net *.google.com
tag.rmp.rakuten.com track.linksynergy.com
https://connect.facebook.net d34r8g7sht0t9k.cloudfront.net
https://utt.impactcdn.com https://store-directory-
api.afterpay.com; connect-src 'self'
https://api.smartrecruiters.com https://browser-intake-
datadoghg.com/api/v2/rum https://cash-f.squarecdn.com

https://cash-c.squarecdn.com

https://crz5fygf73g7.statuspage.io



HEADER

Referrer-Policy
Permissions-Policy
COOP

COEP

CORP

X-XSS-Protection

STATUS

missing

missing

missing

missing

missing

present

VALUE

https://c2ngméxyrdtd.statuspage.io https://api.squareup.com
https://squareup.com https://*.bugsnag.com 'self'
https://*.googleapis.com *.google.com https://*.gstatic.com
data: blob: https://signal.cash.app https://api.cash.app
https://edge.fullstory.com https://rs.fullstory.com
https://cdn.cookielaw.org https://geolocation.onetrust.com
https://privacyportal.onetrust.com https://www.google—
analytics.com https://google-analytics.com
https://www.googleadservices.com
https://stats.g.doubleclick.net verifi.podscribe.com
verifi.pdscrb.com pixel.tapad.com ipv4.podscribe.com
ipv4.pdscrb.com https://cashapp.pxf.io https://store-
directory-api.afterpay.com; base-uri 'none'; report-uri

/event/csp-report; form-action 'none'

1; mode=block



e DNS RECORDS

Type Name Value TTL
A cash.app 172.66.0.44

A cash.app 162.159.140.44

MX cash.app alt2.aspmx.l.google.com
MX cash.app aspmx.l.google.com

MX cash.app alt3.aspmx.l.google.com
MX cash.app alt4.aspmx.l.google.com
MX cash.app altl.aspmx.l.google.com
NS cash.app ns-311.awsdns-38.com

NS cash.app ns-810.awsdns—-37.net

NS cash.app ns—-1248.awsdns-28.0org
NS cash.app ns-1816.awsdns—-35.co.uk

v=spfl include:cash.app._nspf.vali.email include:$%

TXT cash.a
bp {i}._ip.%{h}._ehlo.%{d}._spf.vali.email ~all
s . google-site-
cash.a
PP verification=0OHOHcLtO7e6btuzWiOceYIkTtwgRWyyKM5sekVDEbvs
TXT h google-site—
cash.a
bp verification=7qlUxJaNxeI7aJINVoFRvVBFsIivOkNs164K81_nLUxY
TXT cash.app ca3-db8a26730bded413aa3d797683265f5eb
TXT cash.app ca3-b5d66a0264614da88ce224221e7ae3ct
TXT cash.app ca3-7bbd19db6811492893529f£f4£8114b7e
. google-site-verification=Inl1-EBOhQKX12FTgO-PPbnGM8FY6GU—
TXT cash.app
Bkaxmpz-rebw
. google-site-verification=07G-
TXT cash.app
IkNewIx6wgb9UTmJ99rMGaSmpw9LgIMdZgBb—1M
SOoA cash.app ns-1248.awsdns-28.o0rg ops+dns.squareup.com 1

® WHOIS REGISTRATION

Error: getaddrinfo ENOTFOUND whois.nic.google

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE
Cloudfiare CDN high Header: server: cloudflare
Next.js Framework HTML pattern: __next

Angular JS Library HTML pattern: angular



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Recognized entity

cash.app is a well-known mobile payment service operated by Block, Inc., widely used for peer-to-peer transactions. lts domain is recognized
as legitimate and associated with a major financial technology brand. No known malicious associations or suspicious infrastructure are linked
to this domain.

SCAN EVIDENCE VERDICT

/100 LOW RISK

Based on prior intelligence, cash.app is a well-known, trusted financial service operated by Block, Inc., with no known malicious associations.
The real-time scan confirms a secure setup with valid SSL, proper security headers, and no redirects, aligning with its reputable status. The
only notable concern is the missing Referrer-Policy and Permissions-Policy headers, which are minor in this context. The blocklist flag from
Spamhaus is likely a false positive, given the domain's established reputation.

1. Maintain routine monitoring for any future blocklist flags or security issues.
2. Consider adding missing security headers such as Referrer-Policy and Permissions-Policy to enhance security posture.
3. No immediate action required; the site remains trustworthy based on combined intelligence and scan evidence.

4. Verify DNS records periodically to ensure consistency and security.
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