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https://carparts.com/

SUSPICIOUS AI: 25/100  ·  MEDIUM RISK

Resolved IP: 13.224.83.114  ·  Server: AkamaiGHost

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

9861d

Desktop view — carparts.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 13.224.83.114

63
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_128_GCM_SHA256

Subject *.carparts.com

Issuer Amazon RSA 2048 M01 (Amazon)

Valid From Jan 21 00:00:00 2026 GMT

Expires Feb 18 23:59:59 2027 GMT (337 days remaining)

HSTS Not set

OCSP unknown

Key RSA 2048 bits

Serial Number 0823A57A05B0430CCF07BD5FE03D3085

SANs *.carparts.com, carparts.com

HTTP SECURITY HEADERS

Status: 403 Forbidden  ·  Final URL: https://www.carparts.com/

HEADER STATUS VALUE

HSTS missing —

X-Content-Type-Options missing —

X-Frame-Options missing —

CSP missing —

Referrer-Policy missing —

Permissions-Policy missing —

COOP missing —

COEP missing —

CORP missing —

X-XSS-Protection missing —



DNS RECORDS 31 records

Type Name Value TTL

A carparts.com 13.224.83.114 59

A carparts.com 13.224.83.29 59

A carparts.com 13.224.83.42 59

A carparts.com 13.224.83.8 59

MX carparts.com carparts-com.mail.eo.outlook.com 0

NS carparts.com ns-1655.awsdns-14.co.uk 0

NS carparts.com ns-492.awsdns-61.com 0

NS carparts.com ns-595.awsdns-10.net 0

NS carparts.com ns-1155.awsdns-16.org 0

TXT carparts.com
atlassian-domain-

verification=eyIAIGa8eDdGTpj39uX0iGrjiOhjXPyB/Orw7iSBXfwsdLqLHxH3IxIn8NNJwqbD
0

TXT carparts.com facebook-domain-verification=gh1a9sewkpspyl4970wazkk9dkdwjn 0

TXT carparts.com
atlassian-domain-

verification=aUzG2Qg+z86Cb8Ngi674vaHU3PqXE+dLdhO+3YwU0ZkBTBG7CXcUCftPnddSU261
0

TXT carparts.com google-site-verification=XtmvZqavmC4deFlHHeHL_SSQ2AKvMmiB5wSHKq9tMyg 0

TXT carparts.com google-site-verification=circPGfh9mH_wNXmlVNbbcIEZSuh99Cv-YJkMcAwQlo 0

TXT carparts.com

v=spf1 include:spf.protection.outlook.com include:spf.dynect.net

include:spf.us.exclaimer.net include:spf.extole.io include:spf.mandrillapp.com

+ip4:45.33.207.0/24 +ip4:66.179.44.117 +ip4:130.250.130.15 +ip4:67.217.236.34

+ip4:23.21.109.197 +ip4:23.21.109.212 ip4:168.245.12.13 ip4:147.160.167.0/26 -all

0

TXT carparts.com google-site-verification=alI107gnsnO6l9U1CgFYteFn48PITM5Xc4Y_lzjMy9o 0

TXT carparts.com google-site-verification=iWPHaernY7zd9oFW4kbOvTDJBxvDkeBdX3iBTBod4zIDNS 0

TXT carparts.com _globalsign-domain-verification=ygyjmqxnJePai2BalZgoTefqKHjxUrUM0VwTgI7lim 0

TXT carparts.com knowbe4-site-verification=c1ec2e7f0e08f0c2ba53edbd302f1f50 0

TXT carparts.com ZOOM_verify_FGBW2qMKQk2aLyGsUvIZhA 0

TXT carparts.com google-site-verification=wgkvjaSd3Bwd7bI6PaCu3CMq0kGYPZS_9Pa5kRQj2fY 0

TXT carparts.com _globalsign-domain-verification=SQONiBgTxRVzPPtIHjei_IUGCiAa0KxoVWFw1QfVes 0

TXT carparts.com google-site-verification=XacFLp-m_PNDtY9b1p7lzR5ERXUd_htW6WiIfv8g_I4 0

TXT carparts.com apple-domain-verification=QY7xqGTZMRCKNzs0 0

TXT carparts.com MS=ms50334317' 0

TXT carparts.com google-site-verification=8K36nTPWVIPT7acREFkYqSIeqFMOpljpXbnK9AnTktU 0

TXT carparts.com HO/6qxjjFOmeQQjMl7hiW2Fgx1sp+fsEg/nWWeLIoCnPnvcXax7xLrpsst1W1KiBWqR72zlaZ1Oa4kmYU88Pkw== 0

TXT carparts.com google-site-verification=29zYX8GImmsElhnJb_J_ldYvZC0H8W2aKBQuO_6DNtM 0

TXT carparts.com _globalsign-domain-verification=YSKUQ6UO25TShsf4ZKm1eC6Jk7ISqyVoqjiUn3FNOq 0

TXT carparts.com google-site-verification=BBTa7T57HiLTTvURh1Itk8Zcxt0T7bGGwfUqTyMROsc 0

SOA carparts.com ns-1155.awsdns-16.org awsdns-hostmaster.amazon.com 1 86400



WHOIS REGISTRATION

Registrar GoDaddy.com, LLC

Registrant Org Domains By Proxy, LLC

Registrant Country US

Domain Age 9861 days

Created 1999-03-19T00:00:00Z

Updated 2022-01-31T20:21:41Z

Expires 2027-03-18T23:00:00Z

Nameservers ns-1155.awsdns-16.org

ns-1655.awsdns-14.co.uk

ns-492.awsdns-61.com

ns-595.awsdns-10.net

AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN E-commerce platform Unknown domain

carparts.com appears to be a standard domain likely associated with automotive parts retail or related services, given its name. There are no

prominent indications from training data that it is a major brand or known malicious infrastructure. Its long age and registration with GoDaddy

suggest it is a legitimate commercial domain, but without further context, its trustworthiness cannot be confirmed.

SCAN EVIDENCE VERDICT

25 /100 MEDIUM RISK

The domain carparts.com appears to be an unfamiliar, potentially legitimate e-commerce site with a long registration history and a valid SSL

certificate issued by Amazon. However, the scan evidence reveals missing security headers and a 403 response, which may indicate

misconfiguration or limited security measures. No known threat indicators or blocklist flags are present, but the lack of security headers and

the domain's unfamiliarity warrant caution. Overall, the evidence suggests a cautious approach, leaning towards moderate risk due to missing

security best practices.

1. Conduct a manual review of the website's content and operational legitimacy before engaging further.

2. Implement security controls such as HSTS, X-Content-Type-Options, and Content Security Policy headers if hosting or

integrating with this domain.

3. Monitor network traffic and user interactions with the site for any suspicious activity.

4. Verify the domain's ownership and purpose through additional external sources or contact the registrar if necessary.

5. Avoid transmitting sensitive information until the site's security posture is confirmed.
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