URL .online care.com

Security Scan Report 18 March 2026 at 19:08 - 34.5s

https://care.com/
90 SAFE Al: 85/100 - LOW RISK
/100
Resolved IP: 2.17.35.139 - Server: AkamaiGHost
MALWARE SAFE BROWSING SSL DOMAIN AGE
Clean Clean Valid 10477d

Care.com® s £ o QB S R B .

Connecting families with
quality, local caregivers

® ZIPcode

One mamhearchin far avarv ceacnn of lifa

THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 2.17.35.139



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_256_GCM_SHA384

Subject www.care.com

Issuer DigiCert Global G3 TLS ECC SHA384 2020 CA1 (DigiCert Inc)

Valid From Jul 8 00:00:00 2025 GMT

Expires Jul 8 23:59:59 2026 GMT (112 days remaining)

HSTS Enabled max-age=31536000 ; includeSubDomains ; preload
OCSP unknown

Key ECDSA prime256v1 256 bits

Serial Number 09F14FB3DE854646E0F6ADD3C11016DA

SANs www.care.com, betreut.at, betreut.ch, betreut.de, breedlove.com, care.com, cdn-care.com, |.cdn-

care.com ... +6 more

e HTTP SECURITY HEADERS

Status: 403 Forbidden - Final URL: https://care.com/

HEADER STATUS VALUE
HSTS present max-age=31536000 ; includeSubDomains ; preload
X-Content-Type-Options missing
X-Frame-Options missing

CSP missing
Referrer-Policy missing
Permissions-Policy missing

COOP missing -
COEP missing -
CORP missing -

X-XSS-Protection missing -
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Value TTL

2.17.35.139

2.17.211.151

mxb-004bbc01.gslb.pphosted.com

mxa—-004bbc01.gslb.pphosted.com

al3-64.akam.net

a5-67.akam.net

al-41.akam.net

a20-65.akam.net

a6-64.akam.net

a28-66.akam.net

logmein-verification-code=360be57c-£9d1-4814-acbc-b59400c285da

stripe-
verification=7b83353573a8642a158e2109a25b0963eela327c8aad08149c896b33cbeb04da

36ic60te920g78uos53if91hhr

atlassian-domain-—

verification=vJ5NZGRPZnfOE2rwC8Zc0zblmRcmpkNscRIgt 8KdTo8qoVMkO53uZEq0Qo1QZB7U

perplexity-ai-domain-verification-zmyjpw=86Pa62VnZsgKwVhumpOvVcd50

asv=521led26c76f££6d1c78b865a5£835387

adobe-idp-site-
verification=4d443bbl146b2a60fc0c0216c899%abef9aa97lcc3c36ac4b3020b47190b5c2e82

hl-domain-verification=1ijuKc8sRUoSTAcH3MdcdiHLYtKzs5aPKjGkghCrzFcVpquXz

teamviewer-sso-verification=a9%9a77c0bc467465792858c608da37907

google-site-verification=ZLkZYgDkJxpPNnuhs4ZBEGldnGAxghgfbnoVoFFaHQQ

google-site-verification=2qgjlcrTSBOUOx2ICJIPCZeSpg04Z-TLVLCET6fh0UBU

v=spfl include:spfl.care.com include:spf2.care.com ~all

facebook-domain-verification=27qyxils4503byc9ss3gbg9j9423sz

calendly-site-verification=JmFch8Ur7QaUfelL2dgq3vXMICQITsGgE54wkCEBAS

stripe-
verification=992d0ce8ael094bc2322c44ac77614d77c89£d552¢c898ac6b2cle914db2954£3

gdv=6a8c9b40

slack-domain-verification=BzxzbOIFqgs2vmsxiCtLsWzACEgvFpwUjSVD2aS8X

openai-domain-verification=dv-P4R1PZHc0sXWPpnx0juDMkEK

docusign=3ecl6fbe-bc67-43fc-b771-d2cab6886ba4d

jamf-site-verification=JnpRxFSer4zD7pJyC_SxcA

atlassian-sending-domain-verification=7£fba82d1-5619-4701-99d2-68dd83463a5c

atlassian-domain-

verification=oVxUpJuE6c9gaWs6TtrfEQluvsK590SR8XnjgmlfkAUut4kgDpsHsgiOtl1bRYZvw

MS=ms24770002

canva-site-verification=sXrQQOAtI80Td_hclZgcjw



Type Name Value TTL

TXT care.com atlassian-sending-domain-verification=7a68b783-dcaa-4bal-b28d-642e0d326565
TXT care.com atlassian-sending-domain-verification=ce852905-9be3-4df4-8061-8c8f8laaf5d7
TXT care.com contractworksverify=fal8e02a8432ccdlb61734533a35d70a

TXT care.com teamviewer-sso-verification=49deac8lceadd4ec89bcd37bc67e70132

TXT care.com docker-verification=a8b7a295-5e0b-40b6-b18d-0cf850efal8ca

TXT care.com onetrust-domain-verification=86049b589103452balal5clccd42alsa’

Registrar MarkMonitor, Inc.

Registrant Org Care.com

Registrant Country us

Domain Age 10477 days

Created 1997-07-11T04:00:00+0000

Updated 2025-03-23T04:16:13+0000

Expires 2026-07-10T04:00:00+0000

Nameservers a13-64.akam.net

a28-66.akam.net
ab5-67.akam.net
al-41.akam.net
a20-65.akam.net
a6-64.akam.net



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Healthcare/Family Services Platform Recognized entity

care.com is a well-established, reputable online marketplace connecting families with caregivers. It is a recognized brand with a long
operational history and is associated with legitimate employment and service offerings. No known malicious activity or abuse of the domain
infrastructure has been documented.

SCAN EVIDENCE VERDICT

/100 LOW RISK

Based on prior intelligence, care.com is a well-established, reputable platform with no known malicious activity. The real-time scan confirms a

valid SSL certificate, a clean threat reputation across multiple blocklists, and no redirects. Although some security headers are missing, this is
typical for a large, trusted site and does not indicate malicious intent. Overall, the evidence aligns with the prior trust assessment, indicating a
safe domain.

1. Maintain routine monitoring for any future security anomalies or changes in header configurations.

2. Ensure that security headers such as X-Content-Type-Options and Content Security Policy are implemented to enhance
security posture.

3. Continue periodic scans to verify the domain's integrity and threat reputation remains unchanged.
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