URL .online booking.com

7 ‘BR . A8
Security Scan Report 18 March 2026 at 18:55 - 48.1s

https://booking.com/

90 SAFE Al: 85/100 - LOW RISK
/100

Resolved IP: 3.174.180.38 - Server: nginx

MALWARE SAFE BROWSING SSL DOMAIN AGE
Clean Clean Valid 10197d

Genius

Sign in, save money

Sign in to save 10% or more with a free Booking.com membership

Sign in or register

THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 3.174.180.29



SSL CERTIFICATE

Status
Protocol
Cipher Suite
Subject
Issuer

Valid From
Expires
HSTS
OCsP

Key

Serial Number

SANs

VALID
TLSv1.3
TLS_AES_128_GCM_SHA256
* .booking.com
DigiCert Global G2 TLS RSA SHA256 2020 CA1 (DigiCert Inc)
Dec 18 00:00:00 2025 GMT
Oct 30 23:59:59 2026 GMT (226 days remaining)
Enabled max-age=63072000; includeSubDomains; preload
unknown
RSA 2048 bits
0742DE68CE571D81D04115BC5B143132

* booking.com, booking.com

® HTTP SECURITY HEADERS

Status: 202 Accepted - Final URL: https://www

HEADER

HSTS
X-Content-Type-Options
X-Frame-Options

CSsP

Referrer-Policy
Permissions-Policy
COOP

COEP

CORP

X-XSS-Protection

K1ng.com/

STATUS VALUE
present max-age=63072000; includeSubDomains; preload
missing
missing
missing
missing
missing
missing
missing
missing

present 1; mode=block



e DNS RECORDS
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Value TTL

3.174.180.38

3.174.180.29

3.174.180.94

3.174.180.87

mxa-0032a201.gslb.pphosted.com

mxpb-0032a201.gslb.pphosted.com

ns-1288.awsdns-33.0rg

ns-1959.awsdns-52.co.uk

ns-508.awsdns—-63.com

ns-716.awsdns-25.net

logmein—-domain-confirmation 90DIFGI9EEUT8U8R4895Y87H

google-site-verification=z4muhl35rlaT-msc5R269P0O3RKazZzHc7zzn6omxkiedl

hpe-greenlake-domain-

verification=34593547575036384£70456d357572467164437161596e387935596c35665041

x9zcxtldfyz6)j60w7smwld2tjzEfvbyn

asv=93db973d8bc6£d37d0c9e0c3feebff95

_t33b2jwn9%ayad9tjjl23glp3pdv3puct

_globalsign-domain-verification=1_BNpBAnk-rKZRyXJO9UkBfv9o6EEuuenkBrGpYNYoO

onetrust-domain-verification=3fcel80bf9%e54d5b97a7c9elce3cbl0c

cursor—-domain-verification-wv67£5=cvoPd4JZECcP16VIVgDM7DpGz

google-site-verification=IgETr3mlIg2apdhg2tJIndtOH5xn_COPrLSBL4UpPBIWU

atlassian-sending-domain-verification=e6842471-4159-4738-bl5a-cefe813dc42a

canva-site-verification=KAuoIYOy5F95ChkJB52A2w

£3n3z6cw35fk191nb6g72dczy2z7d2gy

sending_domainl012722=80cff31442c5f4e1b9c51346939d5b£298d9eff5£69d465476631c95£588ac90

gwt5vlxngwjlf6zg7khv3bp4xnxbgmkg

google-site-verification=gKQzyXjxHLM4glX-7PdrurR3plQjjINz2QD_MBvAmyU

MS=ms94636132

atlassian-domain-—

verification=F3hugs/a4ZZHwjGTLmlb12IMA3TIRiz3ifqwdTKRzItWkOLoyBBXfwc775aT/juy

_globalsign-domain-verification=FS1SaYMuHsffF-JRsSpJSonQOV0_jwrwl5kQGpFdtb

globalsign-domain-verification=jpcnVgékuHYyEz50p6ZzxI2E53gePoVgca’/RgL0aNg

MS=ms35392088

google-site-verification=_dm81ZJ1ohRuCXhYRFe8COWcOJINx7c6AVF1vWpP52nE

mongodb-site-verification=Edb8EnML5i9%9pqy62z4N7La044KKs22z3iC

intersight=£7b95d6ad5339839c1253d5e47¢c1c32££8276909334££7173890c54£4730e68a

paloaltonetworks—-site-
verification=05d52539¢c7£02572db198al10balb238b6f4c6550c083c4bfd4lfdeb5e5101ed7c



Type Name Value TTL

TXT booking.com ecostruxure-it-verification=881dfd3b-5776-4fc0-a5f6-190a0ac842£f8

TXT booking.com _globalsign-domain-verification=9Xqu2bonefjuoUF-XmyjAptAfuE-yStJz6wy9UnH-C
TXT booking.com mandrill_verify.e-1764xQVEGJ2x07f-WGHg

TXT booking.com google-site-verification=WMDRc5NQqj 7RWEfINSLO_Tkc08kSr-iUa3C0Zcz19QA
TXT booking.com ZOOM_verify_ rRPrFA90TH2bxfFkJeQTzA

Registrar MarkMonitor, Inc.

Registrant Org Booking.com B.V.

Registrant Country NL

Domain Age 10197 days

Created 1998-04-17T04:00:00+0000

Updated 2025-03-15T09:09:11+0000

Expires 2027-04-16T00:00:00+0000

Nameservers ns-1288.awsdns-33.org

ns-716.awsdns-25.net
ns-508.awsdns-63.com
ns-1959.awsdns-52.co.uk

® TECHNOLOGY STACK

TECHNOLOGY CATEGORY CONFIDENCE EVIDENCE

Nginx Web Server high Header: server: nginx



® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Travel booking platform Recognized entity

Booking.com is a globally recognized major online travel agency and accommodation booking platform, owned by Booking Holdings. It has a
long-standing presence, high domain age, and is associated with legitimate commercial activity. No known malicious associations or
suspicious infrastructure are linked to this domain in reputable threat intelligence sources.

SCAN EVIDENCE VERDICT

/100 LOW RISK

The domain booking.com is a well-established, trusted travel booking platform with a long history and reputable ownership. The real-time

scan confirms its legitimacy, showing a valid SSL certificate, proper DNS records, and no known threats flagged by blocklists. The HTTP
headers are mostly standard, with some missing security headers, but this is typical for large commercial sites. Overall, the scan evidence
aligns with prior intelligence, reaffirming its trusted status.

1. Maintain routine monitoring, but no immediate action is necessary given the strong trust indicators.

2. Consider implementing additional security headers like X-Content-Type-Options and Content Security Policy to enhance
security posture.

3. Regularly review DNS and SSL configurations to ensure continued compliance with best practices.
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