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THREAT DETECTION

URLhaus CLEAN
Google Safe Browsing CLEAN
Spamhaus NOT LISTED
SURBL NOT LISTED

Checked IP 13.158.234.195



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_128_GCM_SHA256

Subject * binance.com

Issuer GeoTrust TLS RSA CA G1 (DigiCert Inc)
Valid From Dec 9 00:00:00 2025 GMT

Expires Jan 9 23:59:59 2027 GMT (297 days remaining)
HSTS Not set

OCSP unknown

Key RSA 2048 bits

Serial Number ODBA6B079E89946354F 74BE024DBFEBD
SANs *.binance.com, binance.com

® HTTP SECURITY HEADERS

Status: 202 Accepted - Final URL: https://www.binance.com/
HEADER STATUS VALUE
HSTS missing -
X-Content-Type-Options missing
X-Frame-Options missing

CSP missing
Referrer-Policy missing
Permissions-Policy missing

COOP missing

COEP missing -
CORP missing -

X-XSS-Protection missing -
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Value

13.159.77.180

13.158.234.195

13.159.125.5

54.250.119.45

13.193.189.22

52.195.36.120

altl.aspmx.l.google.com

alt2.aspmx.l.google.com

aspmx.l.google.com

aspmx2.googlemail.com

aspmx3.googlemail.com

ns-234.awsdns-29.com

ns-735.awsdns-27.net

ns-1319.awsdns-36.0rg

ns—-1701.awsdns-20.co.uk

google-site-verification=FbfML-3x7_LwO0ZNr0jiEpAGipS70RD76Gni7yrwp27c

google-site-verification=zUAcB1Xn4N69hl_cQSn3Mwj4TGaLSRi0U9VdKsJCERQ

wallet-connect-dns-verification=71£d4d87c99f04£d995b7aad459560824dc7b403%9a8631bad386ded49e47924f

onetrust-domain-verification=96e9%abfaee504c80833cbb93d913ble8

brave-ledger-verification=8lad47ec702afe8d8eececd47aadad537bd0086adfbdbce54466ad507721328a565

0c095¢37-7040-413b-8cf7-
09dca0c85bf5=71£d4d87¢c99f04£d995b7aad459560824dc7b4039%9a8631bad386ded49e47924f

MS=D31FF5D988DDDB7153A115F1827B162A84C69F 6B

DirectFedAuthUrl=https://binance.okta.com/app/binance_azureportal_1/exklbrl3su69WMFtd358/sso/saml

facebook-domain-verification=n2otwpnjaShvyczivg72nizcbsjczn

keybase-site-verification=BYsJCGB6nMaHAsZmwgOKRvsBBDUFkwWptpyNCvQxQms

ca3-db034fa91a494d8da7d577e5cbae92c9

v=spfl include:_spf.google.com -all

6gr8gwb6zgdmf1590gh3gzcnj3crg5fex

gléelfcffczllxspkxcj21l5xnhg2ccy5bc

google-site-verification=0AHlszxw85VnJAPSrnDedi0Bl_BZTY5G1X_ZTDVHSpM

mongodb-site-verification=T96XfgL8S0O5MnMTazl115HKHI4io6nLH7

google-site-verification=N-cLYfh9dATCmYDwP_yu_8hTUzNLEPs9GD8_V0gUmeg

docusign=e4lacla2-97ba-4a73-9ab4-80d67b03b838

mongodb-site-verification=WUbOQnhXkP1bJINTZfiTdSgstUfq9WI8g

fARyevTOIDAfLQRCPFTYyHCYW



Type Name Value

DirectFedAuthUrl=https://binance-devops.okta.com/app/binance-

e pinance.com devops_azure_1/exko7oeeoxY1ABN6A4xT/ss0/saml

soa binance.com  ns-735.awsdns-27.net awsdns—hostmaster.amazon.com 1
Registrar MarkMonitor, Inc.

Registrant Org DNStination Inc.

Registrant Country us

Domain Age 3273 days

Created 2017-04-01T16:48:33+0000

Updated 2025-03-01T10:32:07+0000

Expires 2027-04-01T00:00:00+0000
Nameservers ns-234.awsdns-29.com

ns-1701.awsdns-20.co.uk
ns-735.awsdns-27.net
ns-1319.awsdns-36.0org

® Al SECURITY ANALYSIS gpt-4.1-nano - two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

TRUSTED Financial services / Cryptocurrency exchange Recognized entity

binance.com is the official domain of Binance, one of the world's largest cryptocurrency exchanges. It is a well-established, reputable entity
with a long operational history and recognized branding. There are no indications from known threat intelligence that it has been associated
with malicious activities or infrastructure abuse.

SCAN EVIDENCE VERDICT

The domain binance.com is a well-known, reputable cryptocurrency exchange with a long operational history and no known malicious

associations from prior intelligence. The real-time scan confirms its legitimacy, showing a valid SSL certificate from a trusted issuer, proper
DNS records, and no threat flags on common blocklists. While some security headers are missing, this is typical for large, high-traffic sites and
does not indicate malicious intent. Overall, the evidence strongly supports that binance.com remains a trusted and safe domain.

1. Continue monitoring for any future threat intelligence updates related to binance.com.

2. Implement security headers such as HSTS and Content Security Policy to enhance security posture.

3. Maintain regular scans and ensure SSL/TLS configurations remain current and properly configured.

4. Verify DNS records periodically to detect any unauthorized changes.
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