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SUSPICIOUS AI: 25/100  ·  LOW RISK

Resolved IP: 13.224.83.11  ·  Server: Framer/b987130

MALWARE

Clean

SAFE BROWSING

Clean

SSL

Valid

DOMAIN AGE

2586d

Desktop view — autopilotapp.com

THREAT DETECTION

URLhaus CLEAN

Google Safe Browsing CLEAN

Spamhaus NOT LISTED

SURBL NOT LISTED

Checked IP 13.224.83.92

65
/100



SSL CERTIFICATE

Status VALID

Protocol TLSv1.3

Cipher Suite TLS_AES_128_GCM_SHA256

Subject autopilotapp.com

Issuer Amazon RSA 2048 M03 (Amazon)

Valid From May 16 00:00:00 2025 GMT

Expires Jun 13 23:59:59 2026 GMT (87 days remaining)

HSTS Enabled  max-age=31536000

OCSP unknown

Key RSA 2048 bits

Serial Number 07E4B8C5662A98CE2B77C1419029CBC7

SANs autopilotapp.com

HTTP SECURITY HEADERS

Status: 200 OK  ·  Final URL: https://ortto.com/

HEADER STATUS VALUE

HSTS present max-age=31536000

X-Content-Type-Options present nosniff

X-Frame-Options present SAMEORIGIN

CSP present connect-src 'self' https: wss:; default-src 'self' https:;

frame-ancestors 'self'; img-src 'self' https: data:; media-

src 'self' https: data:; object-src 'none'; script-src 'self'

https: 'unsafe-inline' blob:; script-src https: 'unsafe-

inline'; style-src 'self' https: 'unsafe-inline'

Referrer-Policy present strict-origin-when-cross-origin

Permissions-Policy present camera=*, fullscreen=*, microphone=*

COOP present same-origin

COEP present unsafe-none

CORP present cross-origin

X-XSS-Protection missing —



DNS RECORDS 21 records

Type Name Value TTL

A autopilotapp.com 13.224.83.11 59

A autopilotapp.com 13.224.83.32 59

A autopilotapp.com 13.224.83.92 59

A autopilotapp.com 13.224.83.108 59

MX autopilotapp.com alt1.aspmx.l.google.com 0

MX autopilotapp.com alt2.aspmx.l.google.com 0

MX autopilotapp.com aspmx.l.google.com 0

MX autopilotapp.com alt3.aspmx.l.google.com 0

MX autopilotapp.com alt4.aspmx.l.google.com 0

NS autopilotapp.com ns-69.awsdns-08.com 0

NS autopilotapp.com ns-1471.awsdns-55.org 0

NS autopilotapp.com ns-1658.awsdns-15.co.uk 0

NS autopilotapp.com ns-673.awsdns-20.net 0

TXT autopilotapp.com
hubspot-developer-

verification=YjE0NmE0MTktMGFlMS00MGVmLWI4M2MtNTBmNmNkZGU4N2Fi
0

TXT autopilotapp.com knowbe4-site-verification=b942c42114987e8f3b2dfa74dff2b3f1 0

TXT autopilotapp.com v=spf1 include:_spf.google.com -all 0

TXT autopilotapp.com
google-site-verification=oOO_i9Y0rysoZ0C-FRE1ODE3MaoyuCGM6-

Ew778rH7o
0

SOA autopilotapp.com ns-1658.awsdns-15.co.uk awsdns-hostmaster.amazon.com 1 86400

CAA autopilotapp.com 0 sectigo.com 0

CAA autopilotapp.com 0 amazon.com 0

CAA autopilotapp.com 0 letsencrypt.org 0

WHOIS REGISTRATION

Registrar NAMECHEAP INC

Registrant Org Privacy service provided by Withheld for Privacy ehf

Registrant Country IS

Domain Age 2586 days

Created 2019-02-16T19:31:55.00Z

Updated 2026-01-17T05:58:32.29Z

Expires 2027-02-16T19:31:55.00Z

Nameservers ns-69.awsdns-08.com

ns-673.awsdns-20.net

ns-1658.awsdns-15.co.uk

ns-1471.awsdns-55.org



AI SECURITY ANALYSIS gpt-4.1-nano · two-pass analysis

INTELLIGENCE KNOWLEDGE CHECK

UNKNOWN Unknown — likely SaaS or marketing platform Unknown domain

The domain autopilotapp.com does not correspond to any widely recognized brand or major service based on available data. Its name

suggests a possible SaaS or automation tool, but there are no prominent associations or reputation signals indicating malicious intent. The

domain's age and registration details do not raise immediate suspicion, but lack of recognition warrants caution.

SCAN EVIDENCE VERDICT

25 /100 LOW RISK

The domain autopilotapp.com is unfamiliar and lacks a recognized reputation, aligning with its unknown status. The real-time scan shows a

valid SSL certificate, standard security headers (except missing X-XSS-Protection), and no known threats flagged by blocklists. The redirect

chain from autopilotapp.com to ortto.com suggests a benign redirection to a reputable service, which is common for SaaS platforms. Overall,

evidence indicates a low likelihood of malicious activity, consistent with prior intelligence.

1. Monitor the domain periodically for any reputation changes or new threat signals.

2. Verify the redirect destination (ortto.com) to ensure it is a trusted SaaS provider.

3. Implement standard security controls and keep SSL/TLS certificates up to date.

4. Maintain awareness of domain registration details and watch for any suspicious changes.
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